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Abstract—The L-band Digital Aeronautical Communications
System (LDACS) is a key enabler of future air–ground commu-
nication within the Future Communication Infrastructure (FCI).
As LDACS advances toward operational deployment, the safety
and resilience of aviation operations increasingly depend on
cybersecurity mechanisms that reliably protect authentication,
key establishment, and mobility procedures. In safety-critical
environments, weaknesses in these processes can propagate across
communication phases, threatening operational continuity, trust,
and system availability. To address these risks, this paper presents
a systematic security and vulnerability assessment of LDACS
authentication and mobility mechanisms using formal symbolic
verification with the Tamarin prover. The analysis focuses on a
lightweight Mutual Authentication and Key Exchange (MAKE)
protocol based on Physically Unclonable Functions (PUFs),
Hash-based Message Authentication Codes (HMACs), and post-
quantum key encapsulation, together with secure handover pro-
cedures supporting Intra-GSC/Intra-ATN, Inter-GSC/Intra-ATN,
and Inter-GSC/Inter-ATN mobility scenarios. The formal models
explicitly capture adversarial behaviors relevant to aviation sys-
tems, including impersonation, replay, key compromise, and loss
of cryptographic freshness during mobility. Building on this anal-
ysis, the verification results confirm that the assessed mechanisms
satisfy mutual and injective authentication, session-key secrecy,
key-agreement consistency, freshness, and key uniqueness, while
preserving identity privacy and PUF-challenge confidentiality
across all modeled execution traces. Overall, these results provide
formal evidence that the analyzed security mechanisms effectively
mitigate cyber risks and enhance operational resilience, thereby
supporting the safety objectives of next-generation LDACS-based
air–ground communication systems.
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I. INTRODUCTION

The continuous growth of global air traffic places increasing
pressure on existing Air Traffic Management (ATM) commu-
nication systems. Legacy technologies such as VHF Digital
Link Mode 2 (VDLm2) were designed for lower traffic levels
and mainly support voice and low-rate data services [8]. These
systems operate in a limited VHF frequency band and use fixed
channel allocation, which restricts both data capacity and scal-
ability. As traffic volume and operational complexity increase,
congestion becomes more frequent, messages can be delayed
or lost, and overall communication reliability decreases, di-
rectly affecting safety-critical air–ground communication [21].
To overcome these limitations, major modernisation efforts

are underway worldwide. In Europe, the Single European Sky
ATM Research (SESAR) programme, and in the United States,
the Next Generation Air Transportation System (NextGen),
are guiding the development of the FCI [6]. The FCI is
intended to support future ATM needs by using broadband
digital data links and an IP-based aeronautical network [12].
Within the FCI, the LDACS has become a leading option for
next-generation air-ground communication [2], [24].

LDACS operates in the L-band and uses a cellular com-
munication approach to provide a broadband data link that
meets the growing needs of Air Traffic Services (ATS) and
Aeronautical Operational Control (AOC). In this system, air-
craft communicate with nearby Ground Stations (GS), each
of which serves multiple Aircraft Stations (AS) within its
coverage area. These GS are coordinated by Ground Station
Controllers (GSC), which connect individual LDACS cells to
the wider Aeronautical Telecommunications Network (ATN).
This design supports scalable and continuous communication
across the airspace. Experimental and pre-operational studies
show that LDACS performs reliably under different airspace
conditions and can support future trajectory-based ATM oper-
ations [19].

As LDACS becomes an important part of ATS and AOC
communication, strong security is essential. The information
exchanged over LDACS directly affects flight safety, aircraft
separation, and controller decisions. Any unauthorised access,
message modification, spoofing, or replay can therefore lead
to unsafe operational situations. Previous research [15], [18]
has identified key security requirements for LDACS, including
mutual authentication, secure key establishment, confidential-
ity, integrity, freshness, and protection against post-quantum
attacks. Although several security solutions, such as public key
infrastructure (PKI)-based approaches, have been proposed
[17], [18], [20], their use in LDACS is challenging due to strict
timing constraints, limited signalling bandwidth, and limited
computational resources on aircraft.

To address the security and performance constraints of
LDACS, two complementary security mechanisms have been
introduced. The first is a lightweight Mutual Authentication
and Key Exchange MAKE framework that relies on PUFs,
HMACs, and a Bit-flipping Key Encapsulation (BIKE)-based
key derivation process [14]. By avoiding costly public-key



operations, this framework enables secure authentication, ef-
ficient key establishment, and aircraft identity protection with
minimal communication overhead. Building on this founda-
tion, a second mechanism extends these protections to support
post-quantum secure handover across all LDACS mobility
scenarios, including both intra- and inter-domain handovers,
while maintaining seamless connectivity through a make-
before-break strategy [13]. Together, these mechanisms are
designed to deliver strong security while remaining practical
for real-world aviation operations.

However, in safety-critical ATM systems, careful design
alone does not provide sufficient security assurance. The inter-
action between lightweight cryptographic mechanisms, proto-
col logic, and mobility-related key management can introduce
security weaknesses that are difficult to detect through infor-
mal analysis or testing. If such weaknesses remain undetected,
they can be exploited to disrupt communication or degrade
operational safety. Therefore, strong and systematic security
assurance is required to ensure that LDACS mechanisms
remain secure under realistic attack conditions.

A. Motivation

Experience from real aviation systems shows that once
a communication protocol becomes part of an international
standard, strengthening its security becomes very difficult.
Long certification cycles, strict interoperability requirements,
and continued reliance on legacy systems often delay or
even prevent updates when vulnerabilities are discovered
[10]. As a result, known security weaknesses can remain
in operational systems for many years [22]. A well-known
example is the ACARS AMS protocol, in which identified
vulnerabilities persisted in real-world deployments long af-
ter they were revealed through symbolic analysis [4]. This
experience highlights the importance of performing strong,
machine-checked security analysis at the design stage, before
standardisation and large-scale deployment. Formal verifica-
tion allows protocol behaviour to be examined systematically
under realistic attacker models and helps uncover flaws that
are difficult to detect through testing or manual inspection
alone [23]. This is particularly critical for protocols involving
authentication, key management, and mobility, where hidden
errors can directly affect system operation and safety [10],
[22]. For this reason, this paper applies symbolic verification
using the Tamarin prover to analyse LDACS authentication
and mobility mechanisms, providing strong assurance that
essential security properties hold in operational air-ground
communication environments.

B. Research Questions

1) RQ1: Can we formally verify the LDACS mutual au-
thentication and key agreement protocol and prove key
properties such as session-key secrecy, authentication,
and replay protection?

2) RQ2: When analysed in Tamarin under a strong active
attacker model, does the protocol show hidden weak-

nesses, or does the analysis confirm that it is secure
beyond informal reasoning?

C. Research Contributions

Novelty and scope: This paper contributes the first complete
Tamarin model of the LDACS MAKE protocol [14] together
with secure handover Cases 2 and 3 [13] under the Dolev–
Yao adversary. We provide machine-checked proofs of secrecy,
authentication (including injective agreement where required),
and freshness properties, and we report the full lemma suite
with verification runtimes. Prior works proposed the mecha-
nisms but did not provide machine-checked symbolic proofs.

1) Contribution to RQ1: We build a clear symbolic
model of the LDACS mutual authentication and key
agreement protocol in Tamarin and provide machine-
checked proofs for session-key secrecy, mutual authen-
tication (including injective agreement where needed),
and replay protection through freshness guarantees.

2) Contribution to RQ2: We use the Tamarin prover to
analyse the LDACS protocol against an active Dolev-
Yao attacker, demonstrating that the required security
properties hold for all reachable protocol executions.

3) Practical outcome: We provide strong formal evidence
that supports the safe and resilient use of the protocol
in LDACS-based air-ground communication before stan-
dardisation and deployment.

II. LDACS SECURITY OBJECTIVES, ADVERSARY MODEL
AND SECURITY GOALS

This section defines the security foundations adopted for
LDACS. It first outlines the security objectives identified for
protecting LDACS air–ground communication, then presents
the adversary model capturing attacker capabilities, and finally
specifies the security goals used to assess the correctness of
the authentication and key-management mechanisms.

A. High-Level Security Objectives

The security requirements for LDACS have evolved through
a series of detailed threat and risk assessments. Early work by
Bilzhaeuser et al. [3] identified the initial protection objec-
tives, which were later extended through subsequent LDACS
security analyses and standardisation activities [16]. These
studies demonstrate that, if LDACS communication is not
properly protected, an attacker can exploit the channel to
transmit forged Automatic Dependent Surveillance–Contract
(ADS-C) reports that misrepresent an aircraft’s position, speed,
or direction, or to inject falsified ATS/AOC messages that
could influence air traffic controller decisions. Similar security
risks have also been demonstrated in Controller–Pilot Data
Link Communications (CPDLC) [9], [11], where manipu-
lated messages can result in unsafe or misleading instruc-
tions being delivered to pilots. Such attacks can generally
be classified into three categories: (i) message falsification,
where an attacker modifies the content or claimed sender of
a legitimate transmission; (ii) message forgery, where entirely
fabricated messages are introduced into the communication



stream; and (iii) replay attacks, in which previously valid
messages are resent at a later time to mislead the system
or trigger actions that are no longer appropriate. Each of
these attack types poses a direct threat to flight safety and
to reliable operational decision-making. To protect LDACS
against these threats, the system must enforce strong authenti-
cation and message integrity mechanisms. This is achieved by
using Message Authentication Codes (MACs), together with
sequence numbers and timestamps, which collectively ensure
that messages are authentic, fresh, and unmodified during
transmission [17]. However, these protections can operate
correctly only once a trusted relationship has been established
between the communicating entities. Consequently, mutual
authentication and the establishment of a shared session key
are essential prerequisites, enabling reliable identity verifica-
tion and the consistent application of cryptographic protec-
tions. These security objectives define the LDACS protection
model and establish the requirements for secure and reliable
air–ground communication.

B. Adversary Model and Security Goals

To evaluate the security of LDACS air–ground communi-
cation, we define a realistic adversary model together with a
set of security goals that the system must satisfy. The focus
is on threats targeting authentication, key establishment, and
message exchange between AS and GSs over an open wireless
channel. The adversary model reflects a powerful network
attacker and captures both classical and post-quantum threat
scenarios relevant to operational LDACS deployments.

Adversary Model: The adversary is modelled according
to the well-established Dolev–Yao abstraction [7], [23]. The
adversary is assumed to have full control over the communi-
cation channel and can observe, intercept, modify, replay, and
inject messages exchanged between ASs and GSs. Under this
model, the following adversarial capabilities are considered:

• Eavesdropping: The attacker is assumed to be able to
intercept and listen to all messages exchanged between
the AS and the GS. This allows the attacker to passively
collect information by observing the air–ground commu-
nication without actively interfering.

• Message interception and alteration: The attacker can
intercept communication between the AS and the GS
and modify the transmitted messages. Such manipulation
can lead to harmful effects, including altering critical
information or injecting false operational commands.

• Impersonation: The attacker can impersonate a legit-
imate AS or GSC to transmit misleading or harmful
messages. This typically involves spoofing the identity
of a legitimate entity and exploiting knowledge of the
protocol behaviour or potential security weaknesses.

• Replay attacks: The attacker can capture valid LDACS
messages and retransmit them later. If these replayed
messages are accepted as fresh by the system, they can
trigger unauthorised actions, compromise security, and
potentially affect flight safety by causing the system to
process outdated or incorrect information.

TABLE I: Notation and description (MAKE, Case 2, Case 3).

Notation Description Notation Description
AS,GS,GSC Aircraft, ground,

controller
M1–M4 Protocol messages

ICAOA ICAO identity AFTNA AFTN address
SEAS , PEAS Private / public element τAS Temporary identity
N1–N4 Nonces RV,RV ′ Random values
CAS , RAS PUF chal./resp. PAS(·) Embedded PUF
h(·) Hash (digest) β, θ, ψ Message digests
hKS(·) HMAC (key KS) hψ(·) HMAC (key ψ)
α, γ, j MAC tags (MAKE) Ω, z MAC tags (handover)
∥ Concatenation ⊕ XOR
T24 24-bit truncation ≡?, ̸= Equality tests
E(·), D(·) Encryption / decryption Enc,Dec Encode / decode
ω Encoded field p, n, g, y, ν Encoding parts
C0, C1, C BIKE ciphertext(s) e0, e1 BIKE errors
S BIKE syndrome σ BIKE constant
H,L,K Random oracles mPRNG Random seed
KS Session key SK Secret key
AF Auth flag CT Termination flag
T−C/E−A Continue / abort FetchM Secure fetch

Security Goals: The radio link represents the initial point
of interaction between the AS and the GSC. At this stage,
LDACS must establish mutual trust and derive a shared
session key to protect subsequent air–ground communication.
Following the authentication and key-establishment principles
described by Boyd et al. [5], this requirement can be ex-
pressed through three core goals: (i) reliable authentication
of both communicating parties, (ii) agreement on a common
session key, and (iii) protection of the established key against
compromise. These goals define the security requirements that
LDACS authentication and key management mechanisms must
satisfy.

• Mutual Authentication: Before any LDACS operational
data is exchanged, the AS and the GSC must authenticate
each other to prevent impersonation by unauthorised
aircraft or malicious ground entities. Authentication must
ensure that each party can verify its peer’s identity before
accepting or acting on received messages.

• Session-Key Establishment: After successful authenti-
cation, the AS and the GSC must establish a confidential
session key. Both parties must derive the same session
key, and the key must remain inaccessible to unauthorized
entities. This session key provides the cryptographic basis
for protecting subsequent communication.

• Perfect Forward Secrecy (PFS): PFS ensures that the
compromise of long-term secrets of the AS or the GSC
does not compromise the confidentiality of previously
established session keys. Each session key must be gen-
erated using fresh, independent values, such that past
session keys cannot be derived from long-term credentials
or from keys used in other sessions.

III. LDACS AUTHENTICATION, KEY ESTABLISHMENT,
AND POST-QUANTUM HANDOVER MECHANISM

This section describes the LDACS security mechanisms for
initial authentication, session-key establishment, and secure
handover. It explains how security is ensured when an air-
craft enters an LDACS cell and how these protections are



� Aircraft Station (AS) Õ Ground Station Controller (GSC)

Generate: N1

Fetch: TAS

Compute: α = hθ(N1∥TAS)
Prepare: M1 = N1∥TAS∥α
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Verify: N1

Locate: TAS

Select: (CAS, RAS)TAS
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Compute: α′ = hβ(N1 ∥TAS)

Check: α′ ?
= α (T–C / E–A)

Compute: ω = CAS ⊕ β
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Generate: γ = hβ(N2 ∥ω)
Prepare: M2 = N2 ∥ω ∥ γ

Step 2Verify: N2

Compute: γ′ = hθ(N2 ∥ω)
Check: γ′

?
= γ (T–C / E–A)

Derive: CAS = ω⊕θ (i.e., CAS⊕β⊕θ)
Compute: RAS = PAS(CAS)
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Check: β′ ?
= β

Action: AS / CT

Generate: N3

Compute: j = hθ(N3 ∥CAS ∥RAS)

Prepare: M3 = N3 ∥ j

Step 3

Verify: N3

Compute: j′ = hθ(N3 ∥CAS ∥RAS)

Check: j′
?
= j (T–C / E–A)

Action: AS / CT

Generate: mPRNG

Compute: (e0, e1) = H(mPRNG)

Compute: C0 = ENCPEAS
(e0, e1)

= e0 + e1 · h
Compute: C1 = mPRNG ⊕ L(e0, e1)

Prepare: C = (C0, C1)

Compute: KS = K(mPRNG, C)

Generate: N4

Prepare: M4 = N4 ∥C ∥hKS
(N4 ∥C ∥ β)

Store: KS

Step 4
Verify: N4

Compute: S = C0 · h0
Fetch: SEAS (includes h0, h1, σ)

Compute: e′ = DECSEAS
(C0, h0)

Compute: m′
PRNG = C1 ⊕ L(e′)

Compute: e = H(m′
PRNG)

Check: e′
?
= e

Compute: KS = K(m′
PRNG, C)

Check: hKS
(N4∥C∥β)

Store: KS

Step 5

M1

M2

M3

M4

ø Session Key is Established Successfully

Public Channel

Figure 1: Mutual authentication and key establishment process between the AS and the GSC [14].

maintained during mobility across ground stations and network
domains under post-quantum threat assumptions.

A. LDACS Authentication and Key Establishment

The LDACS MAKE framework, introduced in our previous
work [14], provides a lightweight security mechanism for
protecting the initial interaction between the AS and the GSC
when an aircraft enters an LDACS cell. Table I summarises
the notation used in this section. The framework is designed
to establish mutual trust and derive a fresh session key
while complying with LDACS’s strict timing, messaging, and
computational constraints.

The framework consists of three main phases. In the reg-
istration phase, the AS and the GSC initiate communication
using pre-configured identifiers and system parameters. During
this phase, the AS uses a PUF to generate device-specific,
unpredictable values at runtime. These PUF outputs provide a
secure, hardware-rooted source of randomness, enabling key-
related computations without requiring long-term secret keys
to be stored on the aircraft. In the mutual authentication phase,
the AS and the GSC exchange fresh nonces and HMAC-
protected messages. The use of HMAC ensures message
integrity, authenticity, and freshness, allowing each party to

verify the legitimacy of its peer before exchanging operational
data. This process protects the LDACS air–ground link against
message modification, impersonation, and replay attacks.

Finally, during the session-key derivation phase, both parties
compute a shared session key using the BIKE key encapsu-
lation mechanism. BIKE enables efficient and post-quantum-
resistant key establishment, ensuring that the derived session
key cannot be recovered by classical or quantum-capable
adversaries. The established session key is then used to secure
all subsequent air–ground communication between the AS
and the GSC. By combining PUF-based randomness, HMAC-
protected authentication messages, and BIKE-based key en-
capsulation, the MAKE framework achieves efficient mutual
authentication and quantum-resilient session-key generation
with low communication and computational overhead. These
properties make it well-suited for LDACS air–ground commu-
nication, where lightweight yet robust security mechanisms
are essential. For consistency with prior LDACS security
studies, this work follows notation conventions commonly
used in earlier authentication and key-exchange research [3].
The complete MAKE process between the AS and the GSC
is illustrated in Fig. 1.



Õ ATN2 , GSC21 , GS211 � AS Õ ATN1 , GSC11 , GS111

Generate: N1

Compute: y = SK ⊕KS

Prepare: M1 = N1∥E(SK , β∥y∥TAS∥ICAOA∥N1)

Step 1

Verify: N1 (T–C / E–A)

Compute: γ = D(SK , β∥y∥TAS∥ICAOA∥N1)

Generate: RV

Compute: p = β ⊕RV

Compute: n = β ⊕RV

Generate: N2

Derive: KS = γ ⊕ SK

Generate: Ω = hKS
(N2∥p∥n)

Prepare: M2 = N2∥p∥n∥Ω

Step 2

Verify: N2 (T–C / E–A)

Fetch: θ

Compute: R′
V = p⊕ θ

Compute: AFTNA = n⊕ θ

Compare: β′ ?
= β

Fetch: KS

Compute: Ω′ = hKS
(N2∥p∥n)

Compare: Ω′ ?
= Ω

Generate: N3

Compute: z = hKS
(θ∥R′

V ∥ICAOA∥TAS∥N3)

Prepare: M3 = N3∥z
Store: AFTNA

Step 3

Verify: N3 (T–C / E–A)

Compute: z′ = hKS
(θ∥RV ∥ICAOA∥TAS∥N3)

Compare: z′
?
= z

Store: β,KS, TAS, ICAOA

Step 4

M1

M2

M3

Handover Acknowledgment
M4

Handover Acknowledgment
M5

Public Channel

Figure 2: Case 2: Inter-GSC handover within the same ATN domain (Intra-ATN) [13].

B. The LDACS Post-Quantum Handover Mechanism

The post-quantum handover mechanism extends the security
guarantees of the MAKE framework, ensuring continuous
protection as the aircraft transitions between GSs, GSCs, and
ATNs. Its purpose is to ensure that authentication, key estab-
lishment, and message integrity remain intact during mobility,
even in the presence of active adversaries. The mechanism
combines PUF-based device validation, BIKE-based key en-
capsulation, and HMAC-secured message exchanges to enable
seamless, secure handovers across all LDACS scenarios. The
framework covers three handover types:

▶ Intra-GSC/Intra-ATN handover: In our proposed
framework, the Intra-GSC/Intra-ATN handover is the
simplest mobility transition in LDACS, in which the
aircraft moves between two GSs controlled by the same
GSC within a single ATN domain. Because the control-
ling authority does not change, the authentication state
established during the MAKE procedure remains valid
and need not be repeated. Unlike the more complex
inter-GSC handovers, no new session key is generated
in this case. Instead, the aircraft continues using the
session key already established with the GSC, keeping
the secure communication context intact during move-
ment between GSs. This avoids unnecessary messages,
reduces delay, and minimises computational overhead
while still maintaining continuous protection for AS–
GSC communication.

▶ Inter-GSC/Intra-ATN handover: This handover occurs
when the aircraft moves between different GSCs within
the same ATN domain. Information confirming the air-
craft’s previously verified identity, together with the

parameters needed to continue secure communication,
is securely transferred to the target controller. A PUF-
based check is used to re-validate the aircraft’s hardware
identity, ensuring that the new controller communicates
only with a legitimate aircraft. A new BIKE-based ses-
sion key is then established to ensure key freshness and
confidentiality without exposing long-term credentials.
As shown in Fig. 2, this procedure maintains secure com-
munication during the transition between controllers.

▶ Inter-GSC/Inter-ATN handover: This handover occurs
when the aircraft transitions to a new ATN domain,
resulting in changes to both the GSC and the network
domain. In this situation, complete re-authentication and
session key establishment are required. The aircraft
and the target controller authenticate each other using
PUF-derived responses and fresh nonces, then establish
a new session key using the BIKE key-encapsulation
mechanism. This process ensures post-quantum security
and preserves session-key confidentiality across adminis-
trative and domain boundaries. The handover procedure
is illustrated in Fig. 3.

During all handover procedures, LDACS applies a make-
before-break strategy, in which a new secure link is estab-
lished before the previous one is terminated. This ensures
continuity of air–ground communication and reduces the risk
of data exposure during transitions. To protect signalling and
control messages, HMACs are combined with timestamps and
sequence numbers to guarantee integrity, enable replay detec-
tion, and maintain protocol synchronisation. When a handover
involves a change of controller or domain (Inter-GSC cases),
rekeying is performed so that the new session key is fresh
and independent of earlier keys, preserving confidentiality



Õ ATN2 , GSC21 , GS211 � AS Õ ATN1 , GSC11 , GS111
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Figure 3: Case 3: Inter-GSC handover across different ATN domains (Inter-ATN) [13].

even if a previous key is later compromised. Together, PUFs,
BIKE, and HMAC provide layered protection: PUFs enable
hardware-rooted identity verification, BIKE supports quantum-
resilient session-key establishment when rekeying is required,
and HMAC provides efficient integrity and authenticity for
protocol messages. This integrated design supports secure and
continuous LDACS handovers across network domains and
aligns with the FCI objective of resilient and interoperable
air–ground communication.

IV. TAMARIN MODEL OF THE LDACS SECURITY
PROCEDURES

In aviation communication systems, security mechanisms
must provide assurance suitable for safety-critical ATM oper-
ations. Informal reasoning and testing alone cannot guarantee
correct protocol behaviour under all operational scenarios and
cyber-threat conditions. As a result, formal verification has
become an important tool in ATM research, allowing security
protocols to be analysed systematically under well-defined

attacker models. Such analyses are typically carried out using
either the symbolic model, which abstracts cryptographic
operations and assumes an active attacker with full control
of the communication channel, or the computational model,
which represents messages at the bit level and considers prob-
abilistic adversaries. Because these models rely on different
abstractions, security guarantees obtained in one model do
not directly transfer to the other. In this work, we adopt
the symbolic model and analyse the LDACS authentication
and mobility procedures using the Tamarin prover [1], [23].
Tamarin supports unbounded protocol executions and en-
ables formal reasoning about authentication, secrecy, and key-
management properties in the presence of an active network
attacker, making it well-suited for evaluating MAKE-based
authentication and secure handover mechanisms in LDACS.

A. Modelling Notes

Following the modelling approach described in [1], we
model the LDACS authentication and key-establishment pro-



cedures using rules and state facts. As Tamarin does not
provide an explicit notion of protocol roles, each participating
entity is represented by state facts that record its local state
across protocol execution. This modelling approach allows the
behaviour of the AS and the GSC, including their actions
during handover, to be captured in a clear and consistent
manner throughout the entire protocol execution.

Roles, Instances and Sessions: In the Tamarin model,
LDACS authentication and key-establishment procedures are
represented using rules and persistent state facts, following
established modelling practices [1]. Since Tamarin does not
provide explicit role constructs, each protocol participant is
modelled as a sequence of rules that capture its local state
and behaviour across protocol steps. In this model, the term
GS denotes the GSC responsible for managing air–ground
communication. The entities AS and GS represent logical
participants that may execute the protocol an unbounded
number of times, reflecting realistic LDACS deployments with
multiple aircraft and ground controllers operating concurrently.
Persistent facts store long-term information, while fresh values
represent session-specific randomness, enabling the analysis
of unbounded and interleaved protocol executions. Long-term
credentials and parameters are established during a secure
offline registration phase, which is modelled as a trusted
channel using dedicated secure input and output rules. This
phase is implemented through four registration rules executed
by the GS and the AS. Together, these rules establish the PUF
challenge and response, derived values, aircraft pseudonym,
and long-term cryptographic secrets, which are later used
during the online authentication and key-agreement phase.

Registration Phase: The registration phase begins at the
GS, as shown in Rule 1. In the first step, the GS generates
a fresh addressing value AFTNA and a fresh PUF challenge
CAS, which are sent to the aircraft in the message M1 =
⟨‘M1’, AFTNA, CAS⟩. These values are stored locally at the
GS to preserve protocol state across subsequent steps.

rule GS_Registration_1:
[ !LtkGS(ltkGS), Fr(˜AFTN_A), Fr(˜C_AS) ]
-->
[ Out_S(’GS’,’AS’,<’M1’, ˜AFTN_A, ˜C_AS>),
GS_Reg1Done(ltkGS, ˜AFTN_A, ˜C_AS) ]

rule GS_Registration_3:
[ GS_Reg1Done(ltkGS, AFTN_A, C_AS),
In_S(’AS’,’GS’,<’M2’, ICAO_A, R_AS, P_EAS,

tau_as>),
Fr(˜k_mac), Fr(˜m_secret)

]
-->
[ !RegDataGS(AFTN_A, C_AS, ICAO_A, R_AS, tau_as,

P_EAS),
!RegPairGS(tau_as, ˜k_mac, ˜m_secret),
Out_S(’GS’,’AS’,<’M2_ACK’, ˜k_mac, ˜m_secret>) ]

Rule 1: Registration rules on the GSC side

Upon receiving M1, the aircraft executes the correspond-
ing registration rule shown in Listing 2. The aircraft eval-
uates its embedded PUF to compute the response RAS =
Pas(CAS), derives the value θ = h(RAS), and constructs

the pseudonym τAS = h(⟨ICAOA, RAS, ‘T24’⟩). These
values are returned to the GS in the message M2 =
⟨‘M2’, ICAOA, RAS, PEAS, τAS⟩. An event annotation is gen-
erated at this stage to support later trace-based security anal-
ysis.

rule AS_Registration_2:
let R_AS = Pas(C_AS)

theta = h(R_AS)
tau_as = h(<˜ICAO_A, R_AS, ’T24’>)

in
[ In_S(’GS’,’AS’,<’M1’, AFTN_A, C_AS>),
Fr(˜ICAO_A), Fr(˜P_EAS),
!LtkAS(ltkAS)

]
--[ MakeAS_Stored(tau_as) ]->
[ Out_S(’AS’,’GS’,<’M2’, ˜ICAO_A, R_AS, ˜P_EAS,

tau_as>),
AS_Reg2Done(˜ICAO_A, ˜P_EAS, tau_as, theta,

AFTN_A, C_AS) ]
rule AS_Registration_4:

[ AS_Reg2Done(ICAO_A, P_EAS, tau_as, theta, AFTN_A
, C_AS),

In_S(’GS’,’AS’,<’M2_ACK’, k_mac, m_secret>)
]
--[ RegDataAS_evt(AFTN_A, C_AS, ICAO_A, P_EAS,

tau_as, theta) ]->
[ !RegDataAS(AFTN_A, C_AS, ICAO_A, P_EAS, tau_as,

theta),
!RegPairAS(tau_as, k_mac, m_secret) ]

Rules 2: Registration rules on the AS side

When the GS receives M2, it executes the next registration
step. At this point, the GS stores the aircraft’s long-term
registration information, including AFTNA, CAS, ICAOA,
RAS, τAS, and PEAS. An acknowledgement message is then
sent back to the aircraft to complete the exchange. Finally, the
aircraft completes the registration phase by storing the received
long-term values locally and emitting a corresponding event
annotation to mark successful registration. At the end of this
phase, both the aircraft and the GS hold a consistent long-
term state, enabling the subsequent online authentication and
session-key establishment procedures.

Sessions in the Online Phase: Once registration is com-
plete, both entities participate in an unbounded number of
online protocol runs, referred to as sessions. Sessions are
implicitly identified by fresh values generated during the
execution, including the nonces N1, N2, N3, and N4 and the
encapsulation randomness C. The tuple (N1, N2, N3, N4, C)
uniquely identifies a session and enables the analysis of an
arbitrary number of interleaved protocol runs.

Message Flow and State Handling: Throughout the online
phase, each rule stores the necessary session-dependent values
using dedicated state facts. After sending MA1, the aircraft
stores its state in AS_M1_State, and after producing MA2,
the GS stores the relevant parameters in GS_M2_State.
Upon receiving MA2 and generating N3, the AS updates its
internal state in AS_M3_State. This ensures that all values
required to verify MACs and reconstruct PUF-related data
remain available for subsequent steps.

Key Derivation and Completion: Once all MAC checks



in MA3 and MA4 succeed, both AS and GS derive the
shared session key Ks = kdf(⟨msecret, C⟩, ’k’). Each side
then raises its respective commit event, signaling that mutual
authentication and key agreement have been completed.

V. IMPLEMENTATION OF LEMMAS FOR LDACS
To demonstrate the security properties of LDACS, we

implemented both the registration and authentication phases
in Tamarin. We included lemmas for executability, secrecy,
mutual authentication, replay protection, anonymity, and key
agreement. Each lemma is described below, together with
its implementation. Lemma 1 proves that the protocol is
executable. It ensures that there exists a trace in which both
the AS and GS reach a consistent transcript and derive the
same session key. This lemma confirms that the protocol can
be successfully executed under normal conditions.

lemma Executable:
exists-trace
"Ex AFTN_A ICAO_A N1 N2 N3 N4 Ks #i #j.

Commit_AS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#i
& Commit_GS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#j"

Lemma 1: Executable lemma proving protocol completeness

Lemma 2 guarantees session key secrecy. It proves that the
established session key is never learned by the adversary in
any valid trace, ensuring that the key remains confidential
throughout the protocol execution.

lemma SK_secrecy:
"All AFTN_A ICAO_A Ks #i.

SessionKey_AS(AFTN_A, ICAO_A, Ks)@#i
==> not (Ex #t. K(Ks)@#t)"

Lemma 2: Lemma proving session-key secrecy

Lemmas 3 and 4 together demonstrate mutual authentication
between the AS and the GS. Lemma 3 proves authentication
in the AS to GS direction, confirming that if an AS believes
it is communicating with a GS, such a GS exists. Conversely,
Lemma 4 proves authentication in the GS to AS direction, en-
suring that a completed GS session corresponds to a legitimate
AS instance.

lemma Auth_AS_to_GS:
"All AFTN_A ICAO_A N1 N2 N3 N4 Ks #i.

Commit_AS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#i
==> (Ex #j. Commit_GS(AFTN_A,ICAO_A,N1,N2,N3,N4,

Ks)@#j)"

Lemma 3: Authentication from AS to GS

lemma Auth_GS_to_AS:
"All AFTN_A ICAO_A N1 N2 N3 N4 Ks #j.

Commit_GS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#j
==> (Ex #i. Sent_MA3(AFTN_A,ICAO_A,N1,N2,N3)@#i &

#i < #j)"

Lemma 4: Authentication from GS to AS

Lemma 5 focuses on injective agreement, which prevents
replay attacks across sessions. It verifies that two protocol runs

with identical data correspond to the same events in the trace,
meaning that each session is unique and cannot be replayed
or duplicated.

lemma Inj_Auth_AS_to_GS:
"All AFTN_A ICAO_A N1 N2 N3 N4 Ks #i #j #i_ #j_.

Commit_AS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#i
& Commit_GS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#j
& Commit_AS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#i_
& Commit_GS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#j_
==> #i = #i_ & #j = #j_"

Lemma 5: Injective authentication from GS to AS

Lemma 6 demonstrates that an active attacker can observe
public nonces exchanged during multiple independent protocol
runs. This behaviour is expected, as nonces are intentionally
transmitted in clear to provide freshness and prevent replay
attacks. The attacker’s ability to learn these values does not
violate any security goal, since nonce secrecy is not required,
and their exposure does not enable session-key recovery or
impersonation.

lemma TwoRuns_AttackerSeesNonces:
exists-trace
"Ex AFTN_A ICAO_A

N1a N2a N3a N4a KSa
N1b N2b N3b N4b KSb
#i #j #t1 #t2.
Commit_AS(AFTN_A,ICAO_A,N1a,N2a,N3a,N4a,KSa)@#i

& Commit_AS(AFTN_A,ICAO_A,N1b,N2b,N3b,N4b,KSb)@#j
& not(#i = #j)
& K(N1a)@#t1
& K(N1b)@#t2"

Lemma 6: Two completed runs where attacker learns public
nonces

Lemma 7 ensures anonymity preservation. It proves that
the aircraft’s true identity (ICAO A) is never revealed to the
adversary during or after a session, protecting the privacy of
the communicating entity.

lemma ICAO_identity_secrecy:
"All AFTN_A ICAO_A N1 N2 N3 N4 Ks #i.

Commit_AS(AFTN_A, ICAO_A, N1, N2, N3, N4, Ks)@#
i

==> not (Ex #t. K(ICAO_A)@#t)"

Lemma 7: Anonymity and identity secrecy lemma

Lemma 8 demonstrates key agreement consistency. It con-
firms that both the AS and GS derive the same session key
during a successful run, verifying that the key establishment
process is synchronized and correct.

lemma Key_Agreement:
"All AFTN_A ICAO_A N1 N2 N3 N4 Ks Ks2 #i #j.

Commit_AS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#i
& Commit_GS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks2)@#j
==> Ks = Ks2"

Lemma 8: Key agreement consistency lemma



Lemma 9 establishes session key uniqueness. It ensures that
no two distinct sessions reuse the same session key, confirming
that every protocol execution produces an independent key.

lemma Key_Uniqueness:
"All AFTN_A ICAO_A Ks Ks2 N1 N2 N3 N4 N1b N2b N3b

N4b #i #j.
Commit_AS(AFTN_A,ICAO_A,N1,N2,N3,N4,Ks)@#i

& Commit_AS(AFTN_A,ICAO_A,N1b,N2b,N3b,N4b,Ks2)@#j
& not(#i = #j)
==> not (Ks = Ks2)"

Lemma 9: Session key uniqueness lemma

Finally, Lemma 10 (PUF Privacy) validates the privacy of
challenge values used during registration. It proves that the
challenge generated by the GS remains secret and cannot be
derived by an attacker.

lemma PUF_Privacy:
"All AFTN_A C_AS ICAO_A P_EAS tau_as theta #i.

RegDataAS_evt(AFTN_A, C_AS, ICAO_A, P_EAS,
tau_as, theta)@#i

==> not (Ex #t. K(C_AS)@#t)"

Lemma 10: PUF privacy lemma

All MAKE lemmas are fully proven in the Tamarin model
and are included in our public implementation.1

Security of LDACS Handover Models: In addition to the
MAKE protocol, we analysed the LDACS handover proce-
dures defined in our earlier work, covering both Case 2 (Inter-
GSC, Intra-ATN) and Case 3 (Inter-GSC, Inter-ATN). The
following security properties are formally proven in Tamarin
for both Case 2 and Case 3:

• Executability: A complete and successful handover ses-
sion exists in both Case 2 and Case 3.

• Mutual Authentication: The AS and the GSC authenti-
cate each other, preventing impersonation attacks in both
cases.

• Injective Agreement: Each valid AS/GSC commit pair
corresponds to one unique protocol session, preventing
replay and interleaving attacks.

• Key Agreement and Consistency: Both the AS and
the GSC derive the same handover key in each protocol
execution.

• Key Secrecy: The derived handover keys in both cases
are proven secret; the adversary never learns the session
keys.

• Key Freshness and Uniqueness: Each new handover
session in Case 2 and Case 3 generates a unique handover
key, even across different cells or domains.

VI. RESULTS

This section presents the formal verification results for the
LDACS security mechanisms, focusing on authentication and
secure session-key establishment. The analysis was carried out

1The complete Tamarin theories for all protocol variants are available at:
⟨https://gitlab.liu.se/adalj586/tdde63-tamarin⟩.

using symbolic verification under an active attacker model. All
experiments were conducted on a MacBook Air equipped with
an Apple M4 processor (10-core CPU) and 16 GB of unified
memory, running macOS 15.6. The verification was performed
using Tamarin Prover version 1.10.0.

A. LDACS Verification Results

All lemmas modelled for the LDACS security protocols
were successfully verified. For the three protocol scenarios
MAKE, handover case 2, and handover case 3, the Tamarin
analysis confirms that all specified security properties hold.
Tables II, III, and IV summarise the verification outcomes
and solver runtimes for each case. The results demonstrate
that LDACS authentication and handover procedures achieve
mutual authentication and secure session-key establishment
under a strong Dolev–Yao adversary. Each successful protocol
execution produces a fresh session key, preventing key reuse
across sessions. For the MAKE protocol, the analysis further
confirms that the PUF challenge and the aircraft’s true identity
are not disclosed to the attacker, preserving privacy and
confidentiality throughout protocol execution.

TABLE II: Verification Results for LDACS MAKE Protocol

Lemma Name Type Result Time
Executable Reachability Verified 3.06s
SK_secrecy Secrecy Verified 1.43s
Auth_AS_to_GS Authentication Verified 1.46s
Auth_GS_to_AS Authentication Verified 1.50s
Inj_Auth_AS_to_GS Inj. Agreement Verified 1.49s
TwoRuns_Attacker
SeesNonces

Reachability Verified 8.42s

ICAO_identity_secrecy Anonymity Verified 1.43s
Key_Agreement Consistency Verified 1.63s
Key_Uniqueness Freshness Verified 1.81s
PUF_Privacy Secrecy Verified 1.69s

TABLE III: Verification Results for LDACS CASE 2 Protocol

Lemma Name Type Result Time
Executable_Full Reachability Verified 8.18s
Executable_CommitChain Reachability Verified 8.56s
Auth_NewGSC_to_AS Authentication Verified 4.38s
Auth_AS_to_NewGSC Authentication Verified 4.52s
Inj_NewGSC_to_AS_on_N2 Inj. Agreement Verified 3.71s
Inj_AS_to_NewGSC_on_N3 Inj. Agreement Verified 3.71s
Inj_Pairing_Step3_Step4 Inj. Agreement Verified 3.71s
Fresh_N2_NoReplay Freshness Verified 3.77s
Fresh_N3_NoReplay Freshness Verified 3.72s
KS_Secrecy Secrecy Verified 4.30s

VII. CONCLUSION

This paper presents a formal security analysis of authen-
tication and handover mechanisms for LDACS, addressing
both initial access and mobility security requirements. Specif-
ically, we analyse a PUF-assisted MAKE protocol for se-
cure LDACS cell entry, together with post-quantum secure
handover procedures for LDACS mobility Case 2 (Inter-
GSC/Intra-ATN) and Case 3 (Inter-GSC/Inter-ATN). Using the

<https://gitlab.liu.se/adalj586/tdde63-tamarin>


TABLE IV: Verification Results for LDACS CASE 3 Protocol

Lemma Name Type Result Time
Executable Reachability Verified 3.79s
Executable_Steps1to5 Reachability Verified 3.75s
SK_Secrecy Secrecy Verified 3.52s
Requires_Anchors Consistency Verified 2.92s
Key_Agreement Consistency Verified 2.97s
NewKey_Diff_From_Old Freshness Verified 2.93s
New_Key_Unique Freshness Verified 3.24s
Distinct_N4 Freshness Verified 3.04s
Auth_AS_to_GS Authentication Verified 3.06s
Auth_GS_to_AS Authentication Verified 3.00s
Inj_Auth Inj. Agreement Verified 3.42s

Tamarin prover, we develop symbolic models that accurately
represent protocol behaviour, cryptographic operations, and
aviation-specific message flows under a strong Dolev–Yao
adversary with full control over the public air–ground channel.
The verification results demonstrate that the MAKE protocol
achieves its intended security objectives, including protocol
executability, mutual authentication with injective agreement,
session-key secrecy, key consistency, and unique key deriva-
tion per session. In addition, the analysis confirms that the
aircraft’s long-term identity and the PUF challenge remain
confidential throughout protocol execution. Building on these
guarantees, the verified handover procedures for Case 2 and
Case 3 ensure secure re-authentication, fresh and consistent
key establishment, and resistance to replay and impersonation
attacks during controller and domain transitions. Overall, the
results provide machine-checked evidence that the analysed
LDACS security frameworks offer effective protection during
both initial access and mobility phases, supporting a secure
and future-ready LDACS deployment.
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