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Abstract

Dynamic Categorizations of Seas and Waters - feasibility
study report

The study shows that geographically fixed category areas and zones can both theoretically and practically be
replaced by safe observations and weather windows for significant coastal areas, open coastal passages and
sea crossings. However, the continuity of the weather windows needs to be mapped and linked to the forecast
certainty and accuracy that over time can be considered functional. Planability and continuity planning are
considered essential elements for further work. As is well known, it is enough for the ice to settle for large
parts of the smaller shipping to have to be cancelled, which also has consequences such as a lack of qualifying
seagoing time for the mariners. It is therefore probably not enough that we see with a high degree of certainty
that the practice can be applied periodically.

A replacement or a complement to today's speed ranges and zones must be developed to meet the needs and
opportunities of the actors. The EMMA study's finding that it takes more than a technical framework to be
adopted for real business to be started based on IWW is confirmed with our interviews. In this respect, it is
the fairway and pilotage fees that are seen as the biggest thresholds. Speed ranges and zones are not seen as
crucial problems in that relationship. The latter is based on rule design and application and is shown in
interviews and the rules study.

Since IWW is not a separate mode of transport from a Swedish perspective, the project notes that parts of
regulatory changes risk giving foreign-flagged IWW shipping more competitive advantages than they benefit
national shipping. This is because market conditions abroad distinguish between seagoing shipping and
inland navigation in the sense that inland navigation is a separate mode of transport and, from a European
perspective, has different conditions. We also note that Swedish-flagged IWW vessels cannot directly operate
on the EU's inland waterways with Swedish mariners as the new “inrefart permissions” are only applicable
in Swedish internal traffic. The “inrefart eligibility” also becomes a limitation of the basic concept of dynamic
categories.

Overall, the direct benefit of the actual applications of the current regulatory framework will be weak, as the
interviews indicate and as the regulations with some limitations allow. Whatever interviews and regulations
allow, there is obviously a general safety and development benefit with high-resolution forecasts and real-
time data where the ships' sensor feedback can play an important role.

Other benefits of significant subsets have also emerged that have been investigated in the project where
dimensioning factors link to meteorological and oceanographic (METOC) measurement and forecast
development. It should be possible to replace the method of setting speed range boundaries and IWW zones
through modelling with actual measurements under the Copernicus Program. Services can, among other
things, be developed with the same methodology but aimed at national offshore and offshore energy.

One area, worth mentioning, that has exploratively emerged from needs analysis is that an extended
proactive analysis of Swedish new industrialization is needed; in particular in the north, we can also see
growth in green transition in larger projects and investments, plans and growth of large-scale manufacturing
industry for fossil-free fuels (e-methanol, hydrogen and biofuels) as well as circular production / recycling
of fertilizer from residual products. Residual streams and circular products can be local, regional and
international and are well suited for shipping.

Our analysis also shows that future information-based services such as delivering high-resolution METOC
dimensional data in relevant operator interfaces (HMIs) can serve as a tool for creating transparency and
control mechanisms, which can partly replace strict regulatory frameworks and regulations. The finding is
co-variational with services proposed by the EMMA project. Technology development has taken and is taking
relatively large advances with measurement (Copernicus programme) and communication links (VDES).

One conclusion that has been drawn is that sea areas and zones cannot be made dynamic without changing
the constitution and ship safety regulation, as fixed coordinates are used to define the areas. Some "leeway"
exists for both ships and authorities. A paradigm shift is probably needed for how both European and
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Swedish views on speed ranges and zones should be handled from a legal perspective in order for coordinate
solutions to be replaced.

From the perspective of predictability, we note that two simultaneous major rule changes were implemented
in Swedish regulations during the period from 2014; "National Regulations" and IWW. The regulations go
into each other as the traffic types are not separated and the number of corrections is large, mainly in
regulations and general advice, but also in law and regulation. The regulatory applications become
fragmented and difficult to follow at a detailed level as the regulations consist of function-based rules that
specify what is to be achieved but not how it is to be achieved. Essential common denominators for, for
example, ships' equipment have therefore not been identified, whether in regulations or in the Swedish
Transport Agency's supervisory system. We also note that amendments to the EU's passenger ship directive,
which are explicitly aimed at passenger ships, entail changes for more ships than just passenger ships.

The mapping of environmental data and ship equipment shows a positive development and development
opportunities. The Copernicus programme and Copernicus Marine have been directly used for
exemplification. VDES, which from November 2022 has been assigned a place in the frequency plan in
Sweden, allows bi-directional data communication with good range and sufficient technical transmission
speed. For several reasons, it can be important to quickly demonstrate applications in the VDES system,
which means that we advocate demonstration from this feasibility study and services from the EMMA study.
In this context, it is proposed to introduce a service with the support of the Shore Center and ship equipment
to receive local and regional environmental data including ship sensors for in-situ measurements of METOC
information. A project proposal should include a meteorological institute. Through this solution, tests, tests
and demonstrations do not resolve to a geographical area. In the long run, security processes can be
developed.

The project notes that it is extra important to be able to show clear applications linked to reality when the
regulations appear fragmented with limited predictability and that benefits and definitions in shipping are
difficult to explain.
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Sammanfattning

Studien visar att geografiskt fasta fartomraden och zoner bade teoretiskt och praktiskt
kan ersiattas med sidkra observationer och vaderfonster for betydande kustomraden,
oppna kustpassager och havsoverfarter. Kontinuiteten i vaderfonstren behover dock
kartlaggas och kopplas mot den prognossiakerhet och noggrannhet som over tid kan
anses som funktionell. Planerbarhet och kontinuitetsplanering bedoms som vésentliga
delar for fortsatta arbeten. Det ricker som bekant med att isen lagger sig for att stora
delar av den mindre sjofarten maste stillas in, vilket dessutom ger foljdkonsekvenser
som brist pa kvalificerande sjotjanstgoringstid. Det ar darfor sannolikt inte tillrackligt
att vi med hog sikerhet ser att praktiken gar att tillampa periodvis.

En ersittare eller ett komplement till dagens fartomraden och zoner maste utvecklas att
mota aktorernas behov och mojligheter. EMMA-studiens konstaterande att det kravs
mer an att ett tekniskt ramverk antas for verkliga affarer startas utifran IVV delas med
vara intervjuer. Det ar harvid farleds- och lotsavgifter som ses som de storsta trosklarna.
Fartomraden och zoner ses inte som avgorande problem i den relationen. Det senare har
sin grund i regelutformning och tillampning och framgar i intervjuer och regelstudien.

Da IVV inte ar ett eget trafikslag ur ett nationellt perspektiv konstaterar projektet att
delar av regelandringar riskerar att ge utlandsflaggad IVV-sjofart mer
konkurrensfordelar dn vad de gagnar nationell sjofart. Detta beror pa att
marknadsforutsattningar utomlands skiljer mellan havsgaende sjofart och inlandssjofart
i den meningen att inlandssjofarten ar ett eget trafikslag och sett ur ett europeiskt
perspektiv har andra forutsattningar. Vi konstaterar ocksa att svenskflaggade IVV-fartyg
inte direkt kan verka pa EU:s inre vattenvigar med svensk personal dd de nya
inrefartsbehorigheterna bara ar tillimpliga i svensk inre fart. Inrefartsbehorigheten blir
ocksa en begransning for grundkonceptet med dynamiska fartomraden.

Sammantaget blir den direkta nyttan svag med innevarande regelverks faktiska
tillampningar som intervjuerna tyder pa och som regelverket med vissa begransningar
medger. Vad in intervjuer och regelverk medger finns givet en allmin sdkerhets- och
utvecklingsnytta med hogupplosta prognoser och realtidsdata dar fartygens
sensorfeedback kan en fylla viktig roll.

Det har dven framkommit andra nyttor av vésentliga delméngder som undersokt i
projektet dar dimensionerande faktorer kopplar till meteorologisk och oceanografisk
(METOC) matning och prognosutveckling. Metoden att faststélla fartomradesgranser
och IVV-zoner genom modellering bor kunna ersiattas mot faktiska mitningar inom
Copernicusprogrammet. Tjanster kan bland annat utvecklas med samma metodik men
riktad mot nationell offshore och havsbaserad energi.

Ett omrade, vart att nimna, som explorativt vaxt fram ur behovsanalysen ar att en utokad
proaktiv analys av svensk nyindustrialisering behovs; i synnerhet i norr dar vi dven kan
se en tillvixt inom gron omstéllning i storre projekt och satsningar, planer och tillvaxt av
storskalig tillverkningsindustri for fossilfria drivmedel (e-metanol, viatgas och
biodrivmedel) samt cirkuldar produktion/atervinning av godning fran restprodukter.
Reststrommar och cirkuldra produkter kan vara savil lokala, regionala som
internationella och lampar sig val for sjofart.
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Vér analys visar ocksad att framtida informationsbaserade tjanster som att leverera
dimensionerande METOC-data i hog upplosning i relevanta operatorsinterface (HMI)
kan fungera som ett verktyg for att skapa transparens och kontrollmekanismer, som
delvis kan ersitta strikta foreskrivande ramverk och regelverk. Konstaterandet har
samvariation med tjanster som EMMA-projektet foreslagit. Teknikutvecklingen har tagit
och tar relativt stora framsteg med maitning (Copernicusprogrammet) och
kommunikationslankar (VDES).

En slutsats som dragits ar att fartomraden och zoner inte kan goras dynamiska utan att
dndra i forfattning och fartygssikerhetsforordning, da fasta koordinater anviands for att
definiera omradena. Vissa “spelrum” finns bade for fartyg och myndighet. Det behovs
sannolikt ett paradigmskifte for hur bdde europeisk och svensk syn pa fartomrades och
zoner skall hanteras ur ett riattsperspektiv for att koordinatlosningar skall kunna bytas
ut.

Ur perspektivet forutsagbarhet konstaterar vi att tvd samtidiga storre regelféorandringar
genomforts under perioden fran 2014; Nationella foreskrifter och IVV. Regelverken gar
in i varandra da trafikslagen inte skiljs och antalet korrigeringar ar stort, huvudsakligen
i foreskrifter och allminna rad, men &ven i lag och forordning. Regelverkets
tillampningar blir fragmenterade och svéra att folja pa detaljniva da regelverket bestar
av funktionsbaserade regler som anger vad som ska uppnés men inte hur det ska uppnas.
Visentliga gemensamma namnare for till exempel fartygs utrustning har darfor inte
hittats; vare sig i regelverk eller Transportstyrelsens tillsynssystem. Vi konstaterar ocksa
att andringar i EU:s passagerarfartygsdirektiv, vilket explicit riktar sig mot
passagerarfartyg, medfor dndringar for fler fartyg dn bara passagerarfartyg.

Kartliggningen av miljodata och fartygsutrustning visar en positiv utveckling och
utvecklingsmdojligheter. Copernicusprogrammet och Copernicus Marine har direkt
kunnat anvints for exemplifiering. VDES, som fran november 2022 tilldelats plats i
frekvensplanen i Sverige, medger dubbelriktad datakommunikation med bra rackvidd
och tillracklig teknisk overforingshastighet. Det kan av flera skal vara viktigt att snabbt
visa pa tillampningar i VDES-systemet vilket gor att vi foresprdkar demonstration ur
denna forstudie och tjanster frin EMMA-studien. I denna kontext foreslas att infora en
tjanst med stod av Shore Center och fartygsutrustning for att ta emot lokal- och regional
miljodata inkluderat fartygssensorer for in-situ méatningar av METOC-information. Ett
projektforslag bor innefatta ett meteorologiskt institut. Genom denna l6sning loser sig
tester, prov och demonstration inte bara till ett enda geografiskt omréde. Pa sikt kan
sakerhetsprocesser utvecklas.

Projektet konstaterar att det ar extra viktigt att kunna visa pa tydliga tillampningar
kopplade till verkligheten nar regelverken framstar som fragmenterade med begransad
forutsdgbarhet samt att nyttor och definitioner inom sjofart ar svarforklarade.
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Definitioner, begrepp & forkortningar

AIS
AIS-MKD
DSC
ECDIS
GMDSS

Ivv

M

METOC

RIS

Shore Center
TSFS

VHF

Inre vattenvag

Automatic Identification system

AIS med Minimal Display and Keyboard (bildskiarm)
Digital Selective Calling

Electronic Chart Display and Information System
Global Maritime Distress and Safety System

inre vattenvigar inre vattenvag sddan vattenviag som avses i
artikel 4.1 1 direktiv (EU) 2016/1629

nautisk mil (1852 meter)

meteorologisk och oceanografisk

River Information Services

landcentral

Transportstyrelsens forfattningssamling

Very High Frequency

sadan vattenvag som avses i artikel 4.1 i direktiv (EU)
2016/1629

IVV-fartyg: fartyg konstruerade och certifierade for inre vattenvagar

IVV-pram: pram eller fartyg-pramkonstellation som byggts, modifierats och ar
anpassade mot transportuppgift eller i kombination med arbetsuppgift pa inre
vattenvégar. Réttslaget for pramar ar osdkert och begreppet ar darfor utlamnat fran

texten.

RiverSea-fartyg: fartyg konstruerade och certifierade bade for inre vattenvagar och
begriansad havstrafik enligt de tekniska kraven i ECE/TRANS/SC.3/172/Rev.2
Recommendations on Harmonized Europe-wide Technical Requirements for Inland
Navigation Vessels, Resolution No. 61 Revision 2, kapitel 20 och 20B.

EU-pass-fartyg: ett fartyg i enlighet med Europaparlamentets och radets direktiv
2009/45/EG av den 6 maj 2009 om sidkerhetsbestimmelser och sikerhetsnormer for
passagerarfartyg, i lydelsen enligt Europaparlamentets och radets direktiv (EU)

2017/2108.

© RISE Research Institutes of Sweden

Transaktion 09222115557482336707

Signerat JL



1 Inledning

Detta projektforslag ar en forberedande studie och rorande mojligheten att infora
dynamiska fartomraden, for att ligga till grunden for ett storre efterféljande projekt.

Overgripande adresserar forstudien Trafikverkets Fol plan kap 3.5 Sjofart och omradet
“Effektivare sjotransportsystem och infrastruktur”.

1.1Syfte och mal med studien

Studien avser att kunna svara pa vilka vinsterna med dynamiska fartomraden kan vara i
stort, for lokala transportkopare och for IVV och narsjofartsoperationer och hur
mojligheterna ser ut for att infora ett sddant system. Projektet skall belysa i vilken
omfattning som ldgvaghdjdsfartyg kan operera utanfor lagvaghdjdsomraden.
Innovationsho6jden ar att harmonisera den METOC- och geospatiala information till en
tjanst med stod av shore center-tjinster ha mojligheten att infora dynamiska
fartomraden for att underlatta for IVV-trafik mellan olika IVV-zoner och pa sa sitt stodja
etablerandet av ett livskraftigt trafikslag vid sidan av lands-, jarn- och sjovagen.

Den grundldggande idén &r att en tyngre viktning av realtidsmétning och observationer
anvands for att upprétta ett system med dynamiska fartomraden. Med sammanslagning
av olika sensordata sprungen frdn ny teknik och digitala mgjligheter bedoms
dispensforfaranden, vilka namns i Transportstyrelsens konsekvensutredning av
fartomraden 2019-06-14 TSF 2014-343, kunna ersittas av sikra observationer och
vaderfonster for betydande kustomraden.

Mailet (M) med projektforslaget ar ett studera idén kring dynamiska fartomréaden och att
visa pd en siakerhetsprocess som omhiandertar yttre faktorer for sjovardighet och till viss
del aven sjosdkerhet. Det 6vergripande har brutits ned i fyra delmal:

Mai:

Kartlagga behovet och moéjligheterna med att inféra dynamiska fartomraden och hur kan
dessa 0ka mojligheterna for IVV trafik.

M2:
En forsta analys av hur dynamiska fartomraden skulle paverka regelverket.
M3:

Kartlagga mojliga observationskillor for METOC data som kan ligga tillgrund for
realtidbedomning av de dynamiska IVV-omradena. Vidare hur en tidnkt tjanst kan
implementeras med stod av shore center.

Mgy:

Hur ser nista steg se ut? Finns det behov av praktiska tester, kan regelutvecklingen
kopplas till pagaende policylabb?
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2 Behov

Behovet av dynamiska fartomrdden ar begransat till fartyg som har inskrankta
fartomraden eller IVV-zoner. Fokus blir dirmed pa en begransad IVV-marknad och
kustfart som ett led i omflyttning av transporter fran huvudsakligen vag till sjotransport.

Da tva i tiden samtidiga, dessutom omfattande, regelforandringar skett har dessa kravt
omfattande analys och arbete for att kunna skonja behov av dynamiska fartomraden pa
fartygsniva.

Inom projektgruppen lades ett forslag att regelprova tillampning av Transportstyrelsens
foreskrifter och allmanna rad om sakerheten pa hoghastighetsfartyg (HSC-koden 2000)
(TSFS 2009:102) som ett sammanhallet regelverk for fartyg som foljer de nationella
foreskrifterna och harvid tillampa principerna for dynamiska fartomraden som operativ
begransning enligt HSC-regelverket. Sommaren 2019 beslutade Hogsta domstolen att
svenska domstolar endast far doma enligt lagar skrivna pa svenska. Detta innebér att
rattstatus pa TSFS 2009:102, vilken i visentligt innehall ar skriven pa engelska, forst
behover faststillas. Da vi inte har hittat nagot uttalat behov, utan snarare tittar pa
mojligheter och incitament hanskjuts detta klarsynta men krangliga forslag pa
framtiden.

2.1Kartlaggning behov - intervjuer och samtal

Den industritillvaxt som sker behover asattas en vidare och djupare analys, 4ven om
nagra tankbara behov eller mgjligheter utkristalliserats.

Ett fysiskt mote och intervju med norrlandsregionerna och indirekt handelskamrarna
med hansyn till ny industri kopplat till gron omstallning och bla tillvaxt sker inom ramen
for projektets behovsanalys. Detta kopplas dels mot behovet av att inféra IVV-omraden
och dels for att belysa sjofartens outnyttjade potential i den samlade
infrastrukturkontexten i pagaende industritillvaxt.

En fragestillning som projektet har prioriterat ar IVV-mgjligheten for ny och befintlig
industri att nyttja de 6ppna kuststrackorna mellan de norrldndska skyddade vattnen och
timmerbogseringslederna, som tidigare anvénts for pappers- och sagverksindustrins
behov. Mojligheter till dynamisk utokning av E-respektive D hanteras parallellt.

Avvikelsen som explorativt vaxt fram ar att en utokad proaktiv analys av svensk
aterindustrialiseringen behovs; i synnerhet i norr dir vi dven kan se en tillvixt inom grén
omstillning i storre projekt och satsningar, planer och tillvixt av storskalig
tillverkningsindustri for fossilfria drivmedel (e-metanol, vatgas och biodrivmedel) samt
cirkuldr produktion/&tervinning av godning fran restprodukter. Aven satsningar pa
mineralupptag fran havsbotten borjar att prospekteras. En ansats av framtida
kustsjofarts- och IVV-mgjligheter med hansyn till en kraftig industrialisering i Norrland
har darfor delvis undersokts. Detaljeringsnivan och tydligheten behover utokas for
relevanta “erbjudanden” mot marknaden.
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Tre fysiska moten har skett i Norrland; ett med befintlig marknad langs
Norrlandskusten; ett med Testsite Bothnia Sweden-initiativet och RVN avseende
infrastruktur, gods och logistik samt kollektivtrafik.

D4 inga IVV-zoner ar inforda i eller planerade i Norrland blir forklaringsmodellen
beroende av flera steg: IVV-zoner maste inforas for att IVV-skall kunna utnyttjas. IVV-
mojligheter kan darefter analyseras.

Vidare har intervjuer och samtal hallits med en offshoreprospektor i syfte att skapa en
uppfattning om sjotransporter vid havsutvinning. Bottenviken anges vara en av de fa
platser diar upptagning av polymetalliska bottenytskikt kan ske med begriansad
miljopaverkan. Det planerade upptagningsomradet ar cirka 200 kvadratkilometer stort
vilket ger en fingervisning om omfattningen. Mineralerna som utvinns kan anvindas
exempelvis i batterier, solceller, legeringar och halvledare. Tillstindsprocess pagar i
samverkan med Sweco kring miljofragor. Prospektoren anger att ett 6kat utnyttjande av
havsresurserna, och darmed ett utvecklande av havsindustriell verksamhet, 6ppnar nya
mojligheter for svenskt naringsliv med positiva konsekvenser for savil ekonomi,
sysselsattning samt i forlangningen av projektet, &ven en positiv inverkan for den marina
miljon i hela Ostersjon. I dagsliget dr ett fartyg med speciellt anviindningsomrade
inforskaffat for undersokningar. En realisering enligt planerna kommer att behova storre
offshorefartyg, plattformar, pramar av olika slag samt fraktmojligheter.

Behovsanalysen tyder p4, for sjofarten, svag till obefintlig proaktiv analys och begransat
forandringsbenigenhet i sammanhangen industritillvixt och interna sjotransport-
marknader som i stort sett saknas regionalt.

Trafikverkets utredning Overflyttning av gods till jairnvig och sjofart i Region Mitt (TRV
2020/100617). Trafikverket Region Mitt genomforde en workshop den 19 februari 2020
avseende oOverflyttning av gods fran vig till jarnvag och sjofart. Vid denna workshop
diskuterades gemensam maélformulering for Trafikverkets Region Mitt.

Intressentgruppen kom fram till foljande gemensamma mal: Att i ett brett lagarbete
skapa forutsiattningar for en 6kad overflyttning av gods fran vag till jairnvag och sjofart
och darmed effektiva, kapacitetsstarka och hallbara godstransporter. Detta bland annat
genom delmalen:

« 0kad samverkan mellan aktorer for att uppna bra helhetslosningar

« en jaimlik konkurrenssituation mellan trafikslagen

« en mer kostnadseffektiv hantering i hamnarna/noderna.

« satsningar for att underlatta kompetensforsorjning och

teknikutveckling

« okad tillganglighet och robusthet for godstransporter pa jarnviag och
sjofart.

RISE genomforde tillsammans med Region Vasternorrland (RVN) och Harnosands
kommun 2020-2021 en regional forstudie dir den fjairde punkten,
“kompetensforsorjning och teknikutveckling”, studerades sarskilt ur ett maritimt
perspektiv.

Studien pekade pa potentiella regionala mojligheter dar, utéver en stark maritim
utbildningstradition, identifierades mojligheter och forutsattningar for T&D kopplade
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till inre vattenvagar, autonom sjofart, autonom lastning och lossning, Intermodala
logistiklosningar, kommunikationslosningar och maritim informatik, cyber security,
fjarr/distanssimulering, materialutveckling i brackt och s6tt vatten, undervattensteknik,
robotik, T&D i isférhéallanden, landbaserade tester dir vattennara lagen ar 6nskvart eller
villkorat, havsbruk och cirkuldra system, miljo6vervakning och atgirdssystem,
referensdata undervattensbuller och oceaniska data, subarktiska maritima tester och
demonstrationer

FORSTUDIE TESTSITE BOTHNIA SWEDEN; Férstudie angiende utveckling av en regional, maritim
klusternod i Visternorrland med en havsbaserad testsite som drivkraft SLUTRAPPORT, Nyps20288430
April 2021. Forstudien kan bestillas genom Anneli Kuusisto, Utvecklare/strateg vid Harnésands kommun,
anneli.kuusisto@harnosand.se

Se vidare 2.4 Regionalt

I Transportstyrelsens konsekvensutredning om utokning av fartomraden 2019-06-14
TSF 2014-343 framgar:

Branschens 6nskemal om utokning av fartomrade D och E.

Sjofartsndringen har i tre fall véint sig till Transportstyrelsen och ansékt om en utokning av
fartomrade D respektive E.

1. Det forsta fallet ror D-linjens strdckning vid Maloren i Haparanda skérgdrd i
Bottenviken, ddr ett mindre rederi har bekostat en utredning av vaghéjden i omrddet.
Fartomrade D dr enligt fartygssikerhetsforordningen ett fartomrade ddr
sannolikheten for att vaghdjden ska 6verskrida 1,5 m, dr mindre dn 10 procent under
en ettarsperiod. Utredningen visar att vighojden i det aktuella omradet haller sig inom
denna ram. Det underlag som kommit in till Transportstyrelsen visar alltsa att D-
linjens strdckning i det aktuella omrddet kan dndras.

2. Det andra fallet ror en ansokan om att Ekends hamn pG Sydkoster i Skagerrak ska inga
1 fartomrade E runt Kosteréarna, vilket skulle innebdra en dndring av E-linjen i
omradet. En sddan dndring skulle gora att trafik certifierad for fartomrade E kan ta
sig till Ekends hamn fran fastlandet, sa linge den signifikanta vaghdjden inte
overskrider 0,5 m. Hamnen dr beldgen inom ett skyddat skdrgardsomrade, vilket
betyder att dndringen kan genomforas.

3. Det tredje fallet ror en ansokan fran Norrtdlje kommun om en utokning av fartomrdde
E kring Séderarm i Stockholms norra skédrgdrd. Motiveringen dr att omrdadet uppfyller
gdllande krav i och med sin ndrhet till nodhamn och strand. I samband med att man
definierade zoner for regelverket om inre vattenvdgar, genomforde dock SMHI en
vdgstudie som visar att en utékning inte dr majlig.

En svérighet i undersoknings- och intervjusammanhang ar att en stor del av den
nationella sjofarten, undantaget passagerartrafiken, inte ar organiserad. Representanter
for mindre fraktfartyg, arbetsfartyg, pramanviandare och mindre charterfartyg ar inte
sjalvklara att nd eller se vilka sammanhang de verkar i.

EMMA-studiens identifierade hinder/behov nimns som viktigare parametrar for att
skapa incitament for IVV dn vad dynamiska fartomraden skulle kunna gora. Detta avser
lotsning, farledsavgifter och bemanning. Se vidare EMMA-projektets rapport 2017-04-
04 Act. 3.2 - Reducing Administrative Barriers for Swedish IWW | Project Emma
(project-emma.eu) Om de nya inrefartsbehorigheterna (se 3.3.1 pkt 2) skapat battre
forutsattningar for svensk IVV-marknad i Sverige har inte hanterats i studien, men vi
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observerar att faktumet att de svenska reglerna inte omfattar explicita behorigheter for
IVV. Detta kan utesluta att svensk personal kan verka pa en europeisk
inrevattenviagsmarknad pa svenskregistrerat IVV-tonnage.

Sammanfattning:

Behoven ar mest kopplade till att vi ur ett generellt perspektiv vill erhdlla en omstallning och
omflyttning till sjofart. Vi har under projektet konstaterat att det krdver en omfattande proaktiv
I6pande bevakning for att kunna foérutspa eller bedéma nya produktstrommar i samband med
omstallning och nyindustrialisering.

IVV-kontexten ar svar att forklara dven i tydligt identifierade omraden dar identifierade nyttor kan
finnas nar IVV-omraden inte ar inforda.

Observation kopplat till EMMA-projektet:

Svenska inrefartsbehorigheter stodjer inte att en eventuell svensk IVV-marknad kan
bemanna svenska behorigheter pa svenska IVV-fartyg om de skall kunna verka pa
ovriga EU:s vattenvagar.

Se vidare 3.4.3 om inrefartsbehérigheter och definition av inre fart.

2.2Rederier

Fartomradenas indelning uppfattas som relativt trubbiga trots sina kompletterande
tillagg, da de inte alltid upplevs aterspegla reella forhallanden. Dispensforfaranden som
tillampats innan foreskrifterna for fartyg i nationell sjofart har uppfattats som onédiga
och kostsamma.

En redare for ett EU-passfartyg har uttryckt att konkurrenssituationen mot fartyg som
foljer de nationella foreskrifterna forsamrats. Anledningen uppges vara att “likvardig
siakerhet” i de nationella foreskrifterna tolkas valdigt fritt av redare.

Deltagare i projekt Dynamiska fartomraden har pekat pa osidkerhet runt kostnader och
forutsagbarhet. Vidare upplevs inflaggning av fartyg och registrering som langsam och
kostsam i en process som de inte kan forutse, folja eller i vissa fall forsta.

Not: Det &r dock sjilva tillstdindsprocessen mot certifikat som kan bli utdragen och darmed kostsam. Vid
tillstdndsprocessen provas om fartyget uppfyller relevanta krav, primért mot fartygssikerhetslagen 2kap 1§
om sjovardighet, och kan ges certifikat. Registreringens resultat ger rittighet till svenska flagg (Sjolagen).

Sett ur ett ekonomiskt perspektiv ar det svart for de flesta vi samtalat med att se direkta
vinster med Dynamiska fartomradden. Hinder som generellt nimns som viktiga vid
samtal ar regleringen och modellerna for lotsning och farledsavgifter.

I samtal med négra mindre redare sa menar de att de utan stérre problem kan forflytta
sina fartyg utanfor det faststillda fartomradet. Att forflytta fartyget pa fritidsbasis ar ett
sétt att l6sa problemet, medan andra anger att de nationella foreskrifterna medger trafik
utanfor ett fartygs specifika fartomrade.
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Transportstyrelsens foreskrifter och allmdnna rad om fartyg i nationell sjofart (TSFS
2017:26) anger i 2 kap. Utformning och anvandning.

1 § Utformning och utrustning ska vara dndamadlsenlig och anpassad till den avsedda anvindningen och
verksamheten, till de forhallanden som kan forvdntas i de omraden som trafikeras samt till mgjligheterna
att s6ka skydd vid svdra vadersituationer.

2 § Fartyg som dr certifierade for trafik i specifika fartomraden far anvdndas i mer vidstrdckt fart endast
om resan kan genomforas med likvdrdig sdkerhet.

Allmdanna rad

1.1 Fartyg som dr certifierade for trafik i fartomrade A—C bor inte anvdndas i mer vidstrdckt fart dn
det fartomrade som anges i certifikatet.

1.2 Fartyg som dr certifierade for trafik i fartomrade D—E bor inte anvdndas i mer vidstrdckt fart dn
det ndrmast storre fartomrdadet.

3 § En enstaka resa ska foregas av en bedomning som visar att resan kan genomforas utan att
sjosdkerheten forsamras. Vid en sGdan resa far inte gods eller passagerare transporteras.

Sammanfattning:

De mindre fartygens rederiforetradare vi varit i kontakt med uppger att det numera finns metoder
for att anvanda fartyg i vidstracktare fart an fartyget ar certifierat eller anmalt for.

2.3Forsvarsmakten, Marinen

Totalforsvarsaspekten har viasentliga kopplingar mot sjofarten och transportsystemet pa
flera plan. Forsvarsmakten (FM) har intervjuats da kopplingar finns eller kan finnas mot
direkta behov, sjofartsskydd samt regelverk och regelutveckling. FM och totalférsvarets
direkta behov och planering for olika konfliktniviaer pagar 6ver tiden. Regelverken, till
exempel Regler for militar sjofart (RMS), kopplar pa flera sitt till Transportstyrelsens
forfattningssamling (TSFS).

Projektdeltagarna konstaterar att svensk flagg och svensk bemanning okar den
nationella radigheten i forhallande till det som anges avseende fartyg i 13 § Forordning
(2015:1053) om totalforsvar och hojd beredskap. Ett pagaende arbete ar krigsplacering
av fartyg och fordon.

Bade transportsystemet och FM:s behov bade att skydda och att nyttja ar adaptivt. Ett
helt kontor arbetar med detta; operativt och planeringsmaissigt. Det finns verktyg som vi
tappat bort bade avseende lotsning och totalférsvarsuppgifter. En lagdndring 2012 om
befdlhavarens nationalitet, frdn svensk till EU-medborgare, har skapat problem for
bemanningsplaner i kris och krig.

Alla verktyg som kan oOka utnyttjandemojligheterna av svenskflaggat och
svenskbemannat tonnage stodjer saledes totalforsvaret och minskar samhallets
sarbarhet. Det kan av flera skil vara av ett intresse att bemanningen ar svensk.
Nodvandig radighet over transportsystem, infrastruktur inklusive kommunikation ar,
utan att specificeras vidare, ett &terkommande tema inom totalférsvarsuppbyggnaden.
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FM Sjosakerhetsinspektionen och Transportkontoret bevakar darfor med intresse den
pagaende utvecklingen inom sjofarten.

FM meteorologiska och oceanografiska centrum (METOC) arbetar med bland annat
faktorer for operativa begransningar som denna forstudie hanterar.

Ett konstaterande efter intervjuerna ar att det finns en motsattning da malen jamfort med den
Nationella planen for transportsystemet inte tar hansyn till totalférsvarets behov, utan snarare i
sjofartsperspektivet ar konkurrensneutrala ur ett EU-perspektiv da det galler punkterna:

- framja dverflyttningen av godstransporter fran vag till jarnvag och sjofart

- skapa forutsattningar for att utveckla morgondagens transportsystem

2.4Regionalt

Intervjuer med regionforetradare och handelskamrarna i norr (dar inga IVV-zoner finns)
visar pa savil nyfikenhet som begrinsad medvetenhet rorande mgjligheter med
godstransporter inom sjofart och IVV. Det giller speciellt dar stérre industrisatsningar
sker och diar den landbaserade transportinfrastrukturen bedoms otillracklig mot
planerad tillvaxt.

Det ar framfor allt befarade flaskhalsar inom jarnvigs- och vagkapacitet som gor att man
soker andra losningar.

Ett storre foretag inom skogs- och pappersindustrin uppger att man riknat noggrant pa
nartransporter (inomskérs) med bulkfartyg, men att detta med tidigare regelverk blev
mindre ekonomiskt mot vdg- och jarnvagstransporter. Detta genomférdes innan
Transportstyrelsens foreskrifter och allmidnna rad om fartyg i nationell sjofart (TSFS
2017:26) och regler runt IVV-fartygs konstruktion infordes genom Transportstyrelsens
foreskrifter och allmanna rad om fartyg i inlandssjofart (TSFS 2018:60).

2.5Exempel

Under projektet har vi 16pande sokt att f6lja industriutveckling dar sjofart kan utgora ett
trafikslag; bland annat genom andra projekt. Ett intressant omrade ar kust- eller IVV-
sjofartens transportmojligheter inom ramen for en tillvixande cirkuldrekonomi.

Det fall vi tittat extra pd ror foradling/atervinning av sulfatmasseindustrins
restprodukter for att atervinna kalium till godning. I forlingningen kan kvive fran
biogasbaddar samt fosfor fran gruv- och stalindustrin (méjligtvis fran havsbottnar) inom
en skonjbar framtid medge komplett NPK-godning.

Foretaget Cinis Fertilizer har fatt tillstind av mark- och miljédomstolen att bygga en
fabrik for atervinning av restprodukter fran sulfatmasseindustrin pa Képmanholmens
industriomrade invid Ornskéldsvik.
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En stor del av sulfatmassefabrikerna finns runt Bottenviken och Bottenhavet pa bade
svensk och finsk sida, samt att malmbrytning och foradling av jarnmalm huvudsakligen
sker i Norrbotten.

Beroende pa stora lagringsytor behover inte transporterna vara tidskritiska, dirmed ar
kustsjofart och tvartransporter 6ver Bottenviken och Bottenhavet relevant.

I intervjuer framkommer att foretaget valt plats bland annat for den befintliga
utlastningskajen. Man hade daremot inte vid intervjutillfallet tankt specifikt pa
transportsystem for tilltransport.

En lardom ar att sjofartsaktorer behover bevaka industritillvaxt och kanske specifikt i cirkuldra
perspektiv.

En annan lardom &r att styrmedel och tillstandsprocesser kanske hardare kan behova kopplas mot
val av eller mix av trafikslag sa att sjofart kommer in tidigt i industrisatsningar.

Exemplet med cirkularitet satter fingret pa sjofart mellan Sverige och Finland. Darmed finns aspekter
dar nationell sjotrafik, IVV inrdknat, genomfor transporter i en internationell kontext.
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3 Regelverk

Kapitlet ar en forsta genomlysning av hur aktuella regelverk kopplar till ett forslag av
dynamiska fartomraden.

Genomlysningen har visat att detaljerad granskning adr ndédvandig, samt att det relativt
nya regel- och tillsynssystemet for den nationella sjofarten, som bygger pa
funktionsbaserade regler och egenkontroll, skapat fragmenterad bild av hur fartyg skall
utrustas.

Vissa fragor kan sedan fortsatta i ett Policylabb alternativt i en utokning av pagaende
projektet Policylabb — Smarta fartyg. Registerfragan har utkristalliserats som avgorande
och bekraftas av Transportstyrelsen, referensgrupp samt marknadens forsok till
registrering och klassning av IVV-fartyg. HSC-kodens arbetssatt med prognoser liksom
EMMA-projektets uppslag ar relevanta. Kopplingen mellan kompetensnivda inom
behorighet/bemanning (savidl ombord som vid landstod) och systemstéd ar en viktig
fortsattningsfraga.

Den tidigare noterade fradgan om vad som ar en officiell vdderprognos kan sannolikt
jamstillas med den skrivning som framgéar i Transportstyrelsens foreskrifter och
allménna rad om fartyg i nationell sjofart (TSFS 2017:26) - “ldmpligen en etablerad och
tillforlitlig prognostjdnst.”

3.1Europeiska vatten

I Europa finns en lang tradition av sjofart pa floderna som idag utfor ett betydande
transportarbete vid sidan av de andra trafikslagen.

Det regelverk som Sverige valt att satta i kraft i svensk ratt d&r Europaparlamentets och
radets direktiv (2016/1629/EG) om tekniska foreskrifter for fartyg i inlandssjofart och
om upphéavande av radets direktiv 82/714/EEG 2006/87/EG

Inlandssjofartens zoner harmoniseras i viss man i detta direktiv dar Sverige kan, efter
samrad med kommissionen, foreta dndringar i klassificeringen av sina vattenvégar i de
zoner som #r upptagna i direktivets bilaga I. Andringarna skall senast sex manader innan
de trader i kraft anmailas till kommissionen, som skall underritta de ovriga
medlemsstaterna.

Vilken nationell radighet som kan rdda avseende ytterligare eller siankta tekniska
foreskrifter for vissa zoner framgar i direktivets artikel 5; undantag enligt artikel 7.

3.2Svenska vatten/Transportstyrelsen

For fartygstrafik i nationella vatten har Sverige utover tidigare reglering for fartomraden,
vilket baseras pa delar av EU-pax-forordningen, dessutom infért omraden for
inlandssjofart eller inre vattenvagar enligt europeiskt monster.
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Sverige har sédledes tva till en relativt stor del overlappande klassificeringar av sitt
sjoterritorium, undantaget Norrlandskusten och delar av Sydkusten.

3.2.1 Omraden klassificerade for inlandssjofart

Klassificeringen av inre vattenvigar, hadanefter bendamnt IVV-zoner, baseras i Sverige pa olika
omraden med olika vaghéjder enligt nedan:

Zon Vaghojd

Zon 4 Tillampas inte i Sverige
Zon 3 Hogst 0,6 meter

Zon 2 Hogst 1,2 meter

Zon 1 Hogst 2,0 meter

Zonindelningen for 6vriga EU-ldnder framgar av bilaga 1 till direktiv 2006/87/EG.

IWW resolution 61

Enligt 2006 ars direktiv kan en medlemsstat, efter samrad med kommissionen, féreta
dndringar i klassificeringen av sina vattenviigar i de zoner som ir upptagna. Andringarna
ska direfter anmaélas till kommissionen. Det finns daremot inte nagon mdjlighet for
kommissionen att direfter dndra bilaga I, utan bilagan maste dndras genom det
ordinarie lagstiftningsforfarandet, dvs. av radet och Europaparlamentet.

Detta forfarande har forenklats i det nya direktivet sa att kommissionen genom
delegerade akter kan dndra klassificeringen av en vattenvig, inbegripet ldgga till och
stryka vattenvagar, dock endast pa begiran av den berérda medlemsstaten.

Enligt artikel 4.1 i det nya direktivet ar principen nagot annorlunda. Dar giller att inre
vattenvégar i zon 1-3 anges i bilaga I. For inre vattenvégar i zon 4 géller i stéllet att dessa
utgors av alla 6vriga inre vattenvagar som enligt nationell ratt kan trafikeras av farkoster
som omfattas av tillampningsomradet for direktivet. Zon 4 utgors av de vattenvagar som
har lagst vaghojd men tillimpas inte i den svenska zonindelningen.

Slutsats: nationell radighet kan saknas i fragan, vilket gor att fortsatta studier eller tester
avseende dynamiska IVV-zoner bor ha en ansats pa EU-niva.

For varje fartygs gemenskapscertifikat skall det framgé vilka zoner som fartyget far
trafikera. Fartyg certifierade for zon 1 och 2 maste tillimpa regler fran ndgot
klassificeringssallskap da klasscertifikat kravs vid trafik pa svenska inre vattenviagar.
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Fartomradesindelningar och kravniva

Det finns tre olika fartomradesindelningar som styr kravnivan i Transportstyrelsens
foreskrifter, det ar fartomraden som galler for:

o fartygets konstruktion och utrustning
e behorighet och bemanning
o lakarintyg.

Ovriga regler

e Hurt.ex. sjdarbetskonventionen som ar undantagen fartyg i fartomrade E, D samt insjoar
och Kalmarsund hanteras vid en dynamisk tillimpning

3.2.2Nationella fartomraden

Svenska fartomridden ar faststillda mot begrinsningarna for de fyra
passagerarfartygsklasserna A, B, C, D i detta direktiv. Fartomrade E far anses som ett
svenskt specialfall som bildar ett officiellt fartomrade enligt fartygssiakerhetsforordning
(2003:438) samt ytterligare ett inskrankt eller begransat E-omrade genom de undantag
som medges i Transportstyrelsens foreskrift och allmidnna rad om navigationsutrustning
(TSFS 2011:2)

Vaghojden faststills enlighet den sa kallade H10-metoden, som utgar fran medelvardet
av de hogsta 10 procenten av vagorna under en viss tidsperiod. Vaghojderna skiljer sig
mot de vedertagna signifikanta vagh6jderna som i 6vrigt anvands av sjofarten och de fem
(5) fartomraden som, med grund i de fyra (4) fartomraden som tagits ur det s.k. EU-pass-
direktivets[1] artikel 4.2, implementerats i svensk rdtt genom 3 §
Fartygssidkerhetsforordning (2003:438).

Fartomrade | Omfattning av fartomradet

A Utanfor B, C, D och E

B Utanfor C, D, E men hogst 20 M utanfor
strandlinjen

C Utanfor D och E; sannolikheten for en | men hogst 5 M utanfor

signifikant vagh6jd som Overstiger 2,5 | strandlinjen
meter dr mindre dn 10 procent under en
ettarsperiod for aretrunttrafik eller under
en begrinsad period av aret for trafik
endast under den perioden

D sannolikheten for en signifikant vigh6jd [ men hogst 3 M  utanfor
som Overstiger 1,5 meter 4r mindre &n 10 | strandlinjen

procent under en ettarsperiod for
aretrunttrafik eller under en begrinsad
period av aret for trafik endast under den
perioden

(1 Eyropaparlamentets och radets direktiv 2009/45/EG av den 6 maj 2009 om sikerhetsbestimmelser och
sidkerhetsnormer for passagerarfartyg, i lydelsen enligt Europaparlamentets och radets direktiv (EU) 2017/2108.
Forordning (2019:633).
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E Ett fartomrdde som omfattar hamnar, | Senaste &ndring i forordning
floder, kanaler, insj0ar och de omréden i | (2019:633).

skiargdird som erbjuder sjold fran
paverkan av vagor fran 6ppna havet samt
skidrgdrdar i Vinern och Vittern.
Omradet omfattar dven skyddade fjardar
dar den signifikanta vighojden inte
overstiger 0,5 meter under mer in 10
procent av en ettdrsperiod. Under
perioden den 1 juni till och med den 31
augusti ingdr 6ppna passager i ett i Ovrigt
skyddat skargdrdsomride. Passagens
oskyddade stricka far inte vara stOrre dn
en distansminut och den signifikanta
vaghojden far inte Overstiga 0,5 meter
under mer dn 10 procent av den perioden.
“E-begrdnsad” | Genom utrustningskraven skapas #ven | Vid tillimpning av TSFS 2011:2
ett ytterligare omréde, vilkets yttre
begrinsning  paminner om  det
ursprungliga EU-pass-direktivets
definition om inre grans for D-omrédet.
Not. I dessa fartomraden definieras begreppet strandlinje som kustlinjen péa oskyddade delar av kusten dar
nodstillda kan ta sig i land och D-linjen dér kusten har skérgérd.

3.3Lagbakgrund

Nationell sjofart

Med utgéngspunkt i Fartygssakerhetsforordning (2003:438) 1 kap 3§ finns fartomraden
som for fartomrade E, D och C definieras genom att en signifikant vaghojd overstiger en
viss hojd i meter mindre dn 10 procent under en visstids period. Vissa kompletterande
tillagg for respektive fartomrades utstrackning finns i forordningen.

Enligt 5 § far Transportstyrelsen bestimma att ett fartygs fartomrade skall ha en annan
omfattning dn vad som foljer av 3 § om det finns sirskilda skil for det. Forordning
(2008:1144).

Enligt 6 § far Transportstyrelsen meddela narmare foreskrifter om tillampningen av 3 §.
Forordning (2008:1144).

Intressant ar dven att begreppet “skyddad plats” har utgétt i samband med de senaste
forandringarna (harmonisering mot Europaparlamentets och radets direktiv (EU)
2017/2108 om andring av direktiv 2009/45/EG om siakerhetsbestimmelser och
sdakerhetsnormer for passagerarfartyg)

Hur faststills fartomradet for ett fartyg?

Redaren ska enligt foreskrifterna faststilla fartygets avsedda anviandning samt dess
tekniska och operativa begransningar innan det anvands till sjofart (1 kap. 12 §).

Redaren ska aven se till att fartygets 6verensstammelse med tillampliga krav verifieras.

Detta giller aven vid forandringar av ett fartygs utformning, utrustning eller avsedda
anvindning (1 kap. 13 §). Overensstimmelse med tillimpliga krav verifieras enligt nigon
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av de metoder som namns i foljande punkter eller genom en kombination av dessa (1
kap. 148):

« Jamforelse med ett etablerat och sammanhéllet regelverk eller en
vedertagen teknisk standard.

« En jamforande analys eller riskanalys i enlighet med etablerade
vetenskapliga metoder.

» Empiriska data

TSFS 2018:82 fortydligar vad empiriska data innebar och vilka krav som stills pa en
verifiering mot sddana data.

Vilka fartyg som till exempel tillampar utrustningsforeskriften TSFS 2011:2 blir otydligt
efter inforandet av de nationella foreskrifterna

Sammanfattning:

Transportstyrelsens foreskrifter (TSFS 2009:8) om fartomradenas indelning anger fartomradena i
koordinatforteckning. En viss utokning av E-omradet kan vidtas sommartid enligt tabell.

Da fasta koordinater anvands for fartomraden kan de inte goras dynamiska utan att andra i namnd
forfattning och fartygssakerhetsforordning (2003:438) (FSF). Fartygssakerhetslagen (2003:364) (FL)
7 § anger daremot bara 7 § att Sveriges sjoterritorium delas in i fartomraden och zoner. Lag
(2013:986)

| FSF 5 § framgar att Transportstyrelsen far bestamma att ett fartygs fartomrade skall ha en annan
omfattning an vad som féljer av 3 § om det finns sarskilda skal for det. Férordning (2008:1144).

| FSF 6 § framgar att Transportstyrelsen far meddela narmare foreskrifter om tillampningen av 3 §
(det vill sdga de fartomraden FSL faststallt skall finnas). Forordning (2008:1144).

Innan andring SFS 2019:633 publicerad den 23 oktober 2019 innehdll 1 kap 3 § en skrivningom 6 M
grans fran skyddad plats enligt nedan:

"Under perioden 1 juni till och med 31 augusti far fartyg, som dr godkdnda fér omrdde D, befinna sig
hégst 6 nautiska mil fran skyddad plats."

Konsekvensutredning TSF 2014-343 anger Europaparlamentets och rddets direktiv (EU) 2017/2108 om
dndring av direktiv 2009/45/EG om sikerhetsbestéimmelser och sdkerhetsnormer fér passagerarfartyg som
en av bakgrunderna till foréandringar i fartygssidkerhetsférordningen (2003:438); darmed &ven
Transportstyrelsens forfattningssamling (TSFS 2009:8).

Den tidigare, nu indragna, skrivningen om 6 M gransens nyttjande har vi sett rimlig att koppla mot
vaderprognos och principer som forstudien hanterar.
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Som framgar i grunden till fartomradena har Sverige valt att inarbetat ett EU-gemensamt direktiv
for passagerartrafik for alla fartyg. Varje andring som sker i direktivet ar sannolikt relaterat till
passagerarsakerhet; vilket ocksa ar grunden till direktivet. | farans riktning finns goda skal att anta
att andringar som explicit riktar sig till att starka passagerarsikerhet kan medfora ytterligare
reglering av branschens andra typer av fartyg.

Inlandssjofart (inre vattenvagar/IVV-sjofart)

IVV hanteras i Sverige inte som separat trafikslag utan inom ramen for nationell sjofart.
Skillnaden ur perspektivet omridden som trafikeras ar att de fartyg som har
gemenskapscertifikat, baserat pa konstruktionsregler, istillet tillampar IVV-zoner.

Transportstyrelsens foreskrifter och allmidnna rdd om fartyg i inlandssjofart (2018:60):
Anvdndning

21 § Fartyg som dar certifierade for trafik i zon 2 far, utan hinder av vad som sdgs i 9—11 §§,
framforas i zon 1 under forutsdtining att befdlhavaren har sdkerstdllt och dokumenterat att
fartyget under resan inte utsdtts for en signifikant vaghdéjd (H10) stoérre dn 1,2 meter.

Allmdnna rad

For att sdkerstdlla att resan kan genomféras under godtagbara forhallanden anvdnds
ldmpligen en etablerad och tillforlitlig prognostjdnst.

Ovrigt

Det finns dven en fartygstyp, sa kallade RiverSea-fartyg, konstruerade och certifierade
bade for inre vattenvigar och begrinsad havstrafik. De harmoniserade europeiska
tekniska kraven framgar av ECE/TRANS/SC.3/172/Rev.2 Recommendations on Harmonized
Europe-wide Technical Requirements for Inland Navigation Vessels, Resolution No. 61 Revision

2, kapitel 20 och 20B. Denna typ av utlindska fartyg har under flera decennier trafikerat
svenska farvatten.

Sammanfattning:

For de (IVV-) fartyg som certifierats for trafik i zon 2 kan de framféras i zon 1 om den signifikanta
vaghojden inte ar storre an 1,2 m. Enligt de allmdnna raden anvands lampligen en etablerad och
tillforlitlig prognostjanst.

Detta ar en regeltillampning med rekommendation som harmoniserar med projektidén.

RiverSea-fartyg kan, med hansyn till svensk geografi och regelutveckling, vara ett alternativ for
flexibla anvandningsomraden. Dessa fartyg har vissa svagheter i konstruktionskraven avseende
materialstress (shared forces, bending moments) jamfort med SOLAS-kraven. Det ar sannolikt
skonsammare och mer riskreducerande att planera mot och undvika vaghojdspaverkan.
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Observation:

Sjotransporter mellan Sverige och Finland satter den svenska IVV-modellen och den svenska
tilldmpningen i en helt annan dager om Finland skapar anslutande vatten.

Med industritillvaxten i norr samt redovisade exempel pa cirkuldra floden ar en sadan utveckling inte
utesluten, kanske till och med 6nskvard med hansyn till befintlig transportinfrastruktur.

3.40mraden kopplade till alarmering och
sakerhet (fartygs utrustning, kommunikation)

3.4.1Utrustning

Genomlysningen har visat att en detaljerad granskning dr nodvandig samt att det relativt
nya regel- och tillsynssystemet som bygger pa funktionsbaserade regler och egenkontroll
uppfattas som fragmenterat. Regelverket stiller ocksa krav pa genomforande av en s.k.
forstagangsaktivitet. Forstagingsaktiviteten innebar en grundlig genomgang av
verksamheten innefattande bl.a. verifiering av att fartyget uppfyller gillande krav och
genomforande av riskanalyser.

Malbaserade regelverk, till exempel avseende fartygs utrustning, kan spreta avsevirt
beroende pa de rddande forhédllanden som ett fartygs riskanalysmatris hanterats utefter.

De nya regelverken bygger i huvudsak pa egenkontroll dar kraven bygger pa att den som
genomfor kontrollen ska ha lamplig kunskap och erfarenhet.

3.4.2 Kommunikation

Ytterligare ett omrade som forekommer bade i EU-pass-direktivet och SOLAS-sjofarten
ar begreppet "Sea Area”, vilket i Transportstyrelsens definitioner anger att det finns
sjoomrade A1 — A4. A1 ar ett omrade nirmast kusten som genom filtméatningar har
garanterad tackning for VHF DSC under samsta radiomassiga forhéllanden dar fartygets
antennhojd ar 4 m.

Fartyg som omfattas av de nationella foreskrifterna skall uppfylla mélbaserade regler
enligt TSFS 2017:26 g kap 1 §:

“Fartyg ska ha de mdjligheter till kommunikation som dr nodvdndiga for en
betryggande sjosdkerhet och vid behov kunna kommunicera med andra fartyg och
land samt kunna pdkalla och fa hjdlp i hdndelse av nod.”

De kompletterande upplysningarna anger vidare:

Syftet med funktionskravet och de kompletterande upplysningarna dr att nd mdlen for
transporter och infrastruktur samt malen for digitaliseringspolitiken.
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Med begreppet kommunikation avses framst:

- Signalering enligt Transportstyrelsens foreskrifter och allmdnna rad (TSFS
2009:44) om sjovdgsregler

- Alarmering enligt lag (2003:778) om skydd mot olyckor.

- Elektronisk kommunikation enligt lag (2003:389) om elektronisk
kommunikation

Noédvdndig kommunikation i den ordinarie driften kan t.ex. vara kommunikation med
myndigheter for rapportering eller anmdlan, trafikinformationscentraler (VTS),
sjukvardsradgivning (TMAS) eller via telematiksystem.

Vid tillbud dr det lampligt att kunna ringa for att fa assistans eller anmadala tillbudet. I
nodsituationer dr det ldmpligt att kunna larma till SOS ALARM pa 112, gdrna via 112-

appen.

Vid val av kommunikationslosning behover som huvudregel foljande beaktas:

- Fartygets art och verksamhet.

- Var och nir trafiken bedrivs.

- Omgivande sjotrafik.

- Infrastrukturrelaterade forutsattningar for kommunikation. Vilken &aven
innefattar spektrum, tillganglighet, faror for sjotrafiken, och raddningstjanst.

Transportstyrelsen rekommenderar att, utéver nodviandig utrustning for att kunna
nodsignalera enligt regel 37 och annex 4, bilaga 1 i Transportstyrelsens foreskrifter och
allmdnna radd (TSFS 2009:44) om sjovagsregler, att anvidnda mobiltelefon for
kommunikation, ifall det inte racker med att anvanda lampliga ljud-, ljus-, hand- eller
flaggsignaler.

I undersokning samt intervjuer med Transportstyrelsen anges att:

Det finns ingen indelning for IVV-radiokommunikation implementerad i svensk ratt.
Jamfor ATIS, Inland-AIS och RIS2.

Det finns inget regelstod for att nationell sjofart skall tillampa GMDSS

Kopplingen mellan svensk riatt och GMDSS, dir bland annat varnings- och
sakerhetsmeddelanden hanteras se 4.1.1.

Sammanfattning:

sjosdkerhetsinformation (MSI) gar inte att undersoka. Se vidare GMDSS 4.1.1.

GMDSS ér inte langre en gemensam namnare for sjofartskommunikation for de fartyg som tillampar
de nationella foreskrifterna. Hur dessa fartyg far vadervarningar, vaderprognoser och annan

ATIS
2 River Information System

© RISE Research Institutes of Sweden

Transaktion 09222115557482336707

Signerat JL



26

3.4.3 Fartomradesindelningar och kravniva

Det finns olika fartomradesindelningar som styr kravnivan i Transportstyrelsens
foreskrifter, det ar fartomraden som galler for:

- Fartygets konstruktion och utrustning, vilket avhandlas i forstudiens
fartomraden och zoner (E, D, C, B och A respektive Zon 1, 2 och 3)

- Behorighet och bemanning, dir det svenska behorighetssystemet sedan
2018 innefattar inrefartsbehorigheter. Fartyg som har beslut om
siakerhetsbesittning utfardade fore i januari 2018 har dock behovt
uppdatera beslutet innan inrefartsbehorigheterna kunnat nyttjas.

e Inre fart: Fart i trafik inom Sverige och utanfor kusterna, dock hogst en nautisk
mil fran en hamn eller annan plats dar fartyget kan finna skydd, samt fart i
Kalmarsund och nationell fart i Oresund. Som inre fart anses ocks4 fart i
fartomrade D, sdsom detta definieras i fartygssiakerhetsforordningen
(2003:438)

e Nirfart: Fart till och frin orter vid Ostersjon eller farvatten som har férbindelse
med Ostersjon, dock inte bortom linjen Hanstholm-Lindesnis, samt fart genom
Kielkanalen till Cuxhafen

e Europafart: Fart fran en punkt N 68 O 14 - Shetlands nordpynt, darifran
vasterut till V 11, langs denna longitud 6ver Irlands vastkust till N 30, darifran
osterut langs denna latitud

e Oceanfart: All annan fart 4n ovan angivna.

Kopplat till behorighet har en paragraf inforts i Fartygssakerhetsforordning
(2003:438): Transportstyrelsen ska registrera en sjomans tjanstgoringstid pa en
farkost pa en inre vattenvag i sjomannens tjanstgoringsjournal, om sjomannen
begar det. Endast tjanstgoringstid som har genomforts hogst 15 manader fore
dagen for begiran far registreras. Forordning (2022:647)

- Lakarintyg: Foljande omradesindelning géller for lakarintyg:

- Obegransad fart innebar oceanfart runt hela jorden, helt utan restriktioner

- Begrinsad fart pa ldkarintyget innebar Europafart norr om Brest. (Europafart
definieras i detalj med koordinater i forordning (2011:1533) om behorigheter for
sjoman.)

- Inre fart/fiskare innebar inre fart, vilket definieras som:

- Fart i trafik inom Sverige och utanfor kusterna, dock hogst en nautisk mil (1852
meter) fran en hamn eller annan plats dar fartyget kan finna skydd

- Fart i Kalmar sund och nationell fart i Oresund

- Fartifartomrdde D, sdsom det definieras i fartygssiakerhetsforordningen

(2003:438).

Omradet omfattar dven fiskare oavsett vilket fartomrade de fiskar i, inklusive
fiske pa handelsfartyg med en bruttodriaktighet under 20.

Lakarintyg som avser fartomrade inre fart/fiskare far begransas till enbart syn-
och horselundersokningen.

Om lakarintyget giller obegriansad eller begransad fart ar giltighetstiden 2 ar.
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Om lakarintyget giller for inre fart eller for fiskare ar giltighetstiden 4 ar.
Ovriga regler

- Det finns dven andra regler som ar kopplade till fartomraden, bland annat
sjoarbetskonventionen som ar undantagen fartyg i fartomrade E, D samt
insjoar och Kalmarsund.

- Sikerhetsbesittningsbeslut och dess koppling mot certifikat, behorigheter
och specialbehorigheter behover nodvandighetvis inte vara harmoniserat
mot alla omraden.

Sammanfattning:

Det finns fyra tydliga omraden som utover fartomraden och zoner ur ett konstruktionsperspektiv
staller krav som inte féljer "per automatik"

1. Fartygets utrustning kopplat till fartomraden och zoner

2. Radioomraden "Sea Areas" for till exempel EU-pass- och EU-fiskefartyg, samt de fartyg som valt
att tillampa GMDSS.

3. Behorigheter for inre fart berattigar inte till befattningar utanfor kriterierna for inre fart
4. Lakarintyg for inre fart ar inte tillampligt utanfor kriterierna for inre fart, undantaget fiskare
Observera att 6vriga regler som i andra sammanhang kan ha kopplingar till fartomraden kan finnas.

En matris eller ett data-/beslutsstod som visar att samtliga krav som tillkommer nar ett fartyg utokar
zon eller fartomrade &r sannolikt sakerhetshojande da regelverket kan uppfattas fragmenterat.
Matrisen kan vara ett stod for framtida Shore Center stod/ledning.
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4 METOC Datakallor

4.1Bakgrund om vadertjanst och dess
kommunikation

Nodvandigheten av meteorologisk forskning och vadertjanst for fartyg startade i egentlig
mening for europeiskt vidkommande i och med den 6verraskande storm som den 14:e
november 1854 bidrog till forlisningen av den franska 6rlogsmannen Henri IV, under
Krimkriget och slaget om Sevastopol. Diarmed blev Frankrike det forsta land att
organisera en vadertjanst.

Det skulle dock dréja till strax efter sekelskiftet, nirmare bestimt 1902, innan
radiosandningar kunde genomforas over Atlanten. Meteorologiska tjanster for sjofarten
har hand i hand med annan sjosidkerhetsinformation och alarmering f6ljt den tekniska
radioutvecklingen till dagens viarldsomspannande sjosdkerhetssystem GMDSS (Global
Maritime Distress and Safety System). Systemet antogs av FN:s sjofartsorgan (IMO)
1988 och tradde i kraft den 1 februari 1999 inom ramen for 1974 ars SOLAS-konvention!t!
med tillagg.

4.1.1GMDSS

Sverige har anslutit sig till Internationella teleunionen (ITU) och darmed ar
radioreglementet (ITU-RR) tillampligt inom svenskt sjoterritorium. ITU-RR slar fast att
Global Maritime Distress and Safety System (GMDSS) ar referensramen for
radiokommunikation till sjoss.

GMDSS ar ett globalt sjoraddningssystem for radiokommunikation och nodsignalering
till sjoss som ar 1999 faststilldes i SOLAS-konventionen, kapitel IV. Svensk
kustradioinfrastruktur for bland annat sjotrafikinformationstjanst och sjoraddning ar
anpassad till GMDSS. Vadervarningar utvixlas och prognoser sands till fartyg i systemet.

Aven ett fartygs befilhavare har en skyldighet att varna for faror till sjoss. I Sverige foljer
skyldigheten genom Forordning (2007:33) om befidlhavares skyldighet vid faror for
sjotrafiken och sjonod, dar 3§ definierar ett antal observationer om vaderhéndelser
sasom farlig is, tropisk storm, underkyld luft och hard storm (isbildning) vilket skall
meddelas till fartyg i nirheten och sjoriaddningscentral. Forordningens bilaga ger
detaljerade anvisningar for innehéllet i rapporteringen samt dven ett krav om att
radiomeddelande skall foregds av varningssignal enligt Internationella teleunionens
radioreglemente (ITU-RR). I Sverige skall Sjofartsverket snarast mojligt vidarebefordra
sddan maritim sidkerhetsinformation till dem som har ett intresse av informationen.

Nationellt synes inget reglerat avseende GMDSS, undantaget de utbildningar, certifikat
och behorigheter som foljer av STCW-konventionen och kraven om examination som
foljer av kraven enligt bilaga 11 ERC Decision (99)0o1

Merutnyttjande av den svenska infrastrukturen

Svensk kustradioinfrastruktur anviands dven for att tillhandahalla automatiskt
fartygsidentifikationssystem (AIS) enligt forordning (2022:1414). Forutom systemets
funktion att visa fartygs positioner kan systemet formedla textmeddelanden.
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Kustradionitet anpassas 2022-11-01, kl. 09:00 till VDES-systemets frekvenser/kanaler.
VDES-systemets tjanster ar inte fardigutvecklade.

4.1.2Observationer

Inom ramen for Transportstyrelsens projekt nationella foreskrifter (PNF) och
forarbetena till Transportstyrelsens foreskrifter och allménna rad om fartyg i nationell
sjofart (TSFS 2017:26) kontrollerades den legala grunden for att foreskriva om fartygs
kommunikationsutrustning.

- Det finns ingen nationell rattsakt som satter SOLAS IV reg. 5 i kraft

- Det finns ingen nationell rattsakt som till exempel sétter dagens tillampliga
trafikregler fran ITU i kraft, dock finns en mangd foreskrifter utgivna av Televerket fran
tiden fore 1993 som inte dr upphavda.

- Sjofartsverkets har inget uppdrag i sin instruktion att tillhandahalla GMDSS, men det
har ett uppdrag att “tillhandahalla sjotrafikinformationstjanst (VTS),
sjotrafikrapporteringssystem (SRS) och automatiskt fartygsidentifikationssystem
(AIS)”

- Transportstyrelsen har inget uppdrag i sin instruktion att implementera GMDSS

- Maritim radiokommunikation och dirmed GMDSS ir en definitionsmassigt en
delmingd av telekommunikationer enligt ITU-RR.

- Det finns ingen politisk malstyrning i de transportpolitiska malen avseende GMDSS.

- Genom andringar 1993 i SFS 1975:88, vid genomforandet av lagen om elektronisk
kommunikation (1992) beslutade riksdagen att regeringen inte far féreskriva om
telekommunikationer inom transportomradet.

- Det finns inget nimnt om GMDSS i Férordning (2009:236) om en nationell plan for
transportinfrastruktur, trots att TEN-T forordningen redan 1996 inkluderat GMDSS i
begreppet “telematiktjanster”.

4.1.3Motsagelse

Regelkartlaggningen "Konsekvensutredning — Transportstyrelsens foreskrifter och
tekniska krav for fartyg i inlandssjofart” daterad 2014-07-17 anger:

"All yrkesmdssig svensk sjofart med en bruttodrdiktighet over 20 har idag krav pd en radioinstallation
inom ramen for GMDSS. Det innebdr att dtminstone en maritim VHF anpassad till GMDSS ska finnas
ombord. For passagerarfartyg i fartomrdde D och E krdvs ddrutover dtminstone en SART, AIS-SART eller
en satellit-EPIRB med inbyggd GPS for positionering av fartyget eller av nédstdllda till sjoss.”

Det dr anméarkningsvart att fartyg i inlandssjofart erholl specifikt sarkrav for GMDSS
ingdende utrustning VHF(DSC), SART, AIS-SART eller EPIRB nér de fartyg som
omfattas av Transportstyrelsens foreskrifter (TSFS 2017:26) och allmidnna rad om
fartyg i nationell sjofart har en malbaserad kravbild enligt kap 9 kommunikation 1 §:s
lydelse:

“Fartyg ska ha de mojligheter till kommunikation som dr nédvdndiga for en betryggande sjosdkerhet och
vid behov kunna kommunicera med andra fartyg och land samt kunna pdkalla och fa hjdlp i hdndelse av
nod.”
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Sammanfattningsvis kan namnas att tidigare GMDSS-krav inte namns i
Transportstyrelsens tekniska foreskrifter for fartyg i inlandssjofart (TSFS 2018:60).

Sammanfattning:

GMDSS hanterar vadervarningar, prognoser och isinformation som sands enkelriktat till fartyg ur ett
sjosdkerhetsperspektiv som en delmangd av Maritime Safety Information (MSI).

| Sverige sands endast internationell NAVTEX.
MSI férmedlas ocksd med taléverforing pa de maritima VHF-trafikkanalerna.

Ur ett digitaliseringsperspektiv har utrustning som ingar i GMDSS ingen eller tydligt begransad
formaga att dverfora digital data; i forekommande fall oftast enkelriktat land - fartyg.

Annan utrustning samexisterar med delar av infrastukturen utan att ingad i GMDSS. AlS anvander
digital teknik och kan sdnda dubbelriktad data. Med inférandet av VHF Data Exchange System (VDES)
kommer datadverforingskapaciteten att oka.

Det finns efter inférandet av Transportstyrelsens foreskrifter for nationell sjéfart inte nagot specifikt
krav pa GMDSS. Darmed saknas ett gemensamt system for maritim radiokommunikation. Lokala
krav pa VHF-radio ar inte ett gemensamt system. For SOLAS-fartyg finns krav genom klassen; for EU-
pass/fiske-fartyg finns krav genom respektive direktivs inforlivande i svensk ratt.

Ur ett nationellt perspektiv finns inte GMDSS som ett gemensamt system, bland annat for att ta
emot de vaderleksrapporter, vadervarningar och sjosakerhetsinformation (MSI) som Sjoéfartsverket
och SMHI sarskilt riktar till sjofarten.

[ Engelska: International Convention for the Safety of Life at Sea

4.2Vadersatelliter - jordobservationer fran
rymdsegmentet

Satelliterna ger efter bearbetning av dess data bland annat uppgifter om molnighet,
fuktighet och temperatur i atmosfar, vattentemperaturer och isutbredning med viss
beskaffenhet.

En relativt ny delmidngd ar satellitsensorerna i det europeiska jordévervaknings-
programmet Copernicus vilket bestar av en uppsattning system som samlar in data fran
flera killor, sdsom jordobservationssatelliter och in situ sensorer (markstationer,
luftburna- och havsburna sensorer).

Copernicus bearbetar data och ger genom olika tjanster anviandaren tillforlitlig och
aktuell information, frimst inom miljo- och sikerhetsomradet. De tjanster som erbjuds
via Copernicus kan aven skraddarsys efter sarskilda offentliga- eller kommersiella behov,
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och far anviandas fritt. Copernicus samordnas och forvaltas av Europeiska
kommissionen.

I Sverige ansvarar Havs- och Vattenmyndigheten for temaomradet Marin 6vervakning.

D& bade sensoromradet och anviandningsomrddena ar under utveckling finns
tjansteutvecklingsarenor bade EU-gemensamt och nationellt. I Sverige ar finns
Copernicus User Forum lett av SMHI och vidare Myndighetssamverkan for Copernicus
genom Sjofartsverket, Forsvarsmakten, Trafikverket, Rymdstyrelsen, SMHI,
Kustbevakningen, Myndigheten for samhallsskydd och beredskap, Lantmaiteriverket,
Sveriges geologiska undersokning, Statens geotekniska institut, Statistiska centralbyran,
Jordbruksverket, Sveriges lantbruksuniversitet, Skogsstyrelsen, Naturvardsverket och
Polarforskningssekretariatet.

Sjofartsverket utnyttjar Copernicussystemets radardata fran Sentinell-1-satelliten for att
analysera isforhillanden for isbrytartjansten. Radartekniken bendmns Interferometric
synthetic aperture radar (InSAR)

4.3Sveriges meteorologiska och hydrologiska
institut (SMHI)

4.3.1SMHI observationsplatser

Dessa stationer ar kvalitetskontrollerade och s& nira WMO-standard for mitning som
praktiskt mojligt.

Se www.smhi.se/vader/observationer/kustobservationer respektive
www.smhi.se/vader/observationer/havsobservationer

4.3.2SMHI vaderradar med NORAD-samarbetet

Detekterar nederbord i realtid och darmed fronter och solitara dskvader. Tackningen ar
cirka 25 km. Horisontens krokning gor att upptickt av laga nederbordsomraden blir
samre med avstandet fran radarstationen. Radarstationernas vertikala lober begransas
alltsa enligt begreppet Line of Sight.

4.3.3Koppling till frivilliga privata vaderstationsnat

Privata och inofficiella viaderstationer har mojlighet att registrera sig och sinda in
stationsdata till WOW-nitverket (UK Metoffice/SMHI). Se
www.smhi.se/vader/observationer/mina-observationer-observationer respektive
wow.metoffice.gov.uk
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Sammanfattning:

Ett utokat observationsnat genom fartyg till havs, langs kusten och pa fjardarna borde rimligtvis
starka reaktivitet och byggande av empiri mot battre prognoser avseende:

- kontinuiteten i matningarna
- 6kning/forbattring av tidsuppl6sning

- noggrannhet

4.4Data fran fartyg

Specifikt vaderrapporterande fartyg har minskat i antal efter att vadersatelliter i allt
storre grad tillkommit och utvecklats. Hur rapporteringen sker, fran de svenska fartygen
i internationell fart som rapporterade till SMHI:s tidigare Weather Routing-tjanst, ar
inte undersokt.

Se aven 4.6.2 och 4.6.4. De svenska isbrytarna rapporterar till ViVa-systemet.

Ett mindre antal svenska handelsfartyg rapporterar olika METOC- och forskningsdata i
naromradet.

Utveckling

En utveckling av METOC-datarapportering fran ovriga fartyg kan sannolikt medges med
billiga eller kostnadsfria digitala kommunikationslankar, till exempel VDES. Detta kan
kopplas mot en systematiserad datainsamling vid Shore Center och eller ett
meteorologiskt institut. Aven fritidssjofarten kan delta i likhet med Crowd Sourcing likt
SMHI:s WoW-nitverk (Se 4.3.3).

Sensorer for ett fartygs rorelser ar intressanta i ssmmanhanget for att bygga empiri i flera
sammanhang. Data utnyttjas eller behandlas externt fran ett uppkopplat fartyg i
forstudiens sammanhang.

Noggrannhetsdiskussion

Noggrannheten pa den data som erhalls fran fartyg under gang, i synnerhet vindriktning
och vindhastighet varierar med ett antal omstandigheter och beroenden enligt nedan:

- Matning relativt vattenytan eller jorden

- Sensorhojd diar vindhastigheten paverkas av hojden samt Wind Shear-
effekter som paverkar vindriktningen; i sin tur beroende pa vider och
sjoforhallanden

Referensinstrumentens noggrannhet och omfattning dar kompassensorn och
loggreferensen, om den anvinds istillet for GNSS, ar viktiga da ombordsystemets
trigonometriska berakningar hanterar branta vinklar och/eller sma relativa och absoluta
fart- och vinkelférhallanden mellan fartyg och vind. Aven rullning, vilket normalt sett
hanteras med dampning eller vertikala rorelsesensorer, paverkar noggrannheten.
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- Sensorer for lufttryck, vatten- och lufttemperatur samt luftfuktighet kan vara
svarplacerade mot mitstandard, men bedoms ha relativt konsistenta varden.

Sammantaget dr bedomningen, oberoende om vindriktningen visar +/-15 grader i
riktningsnoggrannhet eller vindhastigheten kan skilja +/- 30 % har sensorerna ett virde
for att detektera anomalier mot en prognos. I ndgon man kan lokala viderfenomen
uppfattas tidigt dar observationsmdojligheter saknas eller har begriansad tackning.

Regler: nya sensorer, system eller fusionerade sensorer

For marin utrustning ar det generellt enskilda system eller systemdelar som godkanns.

I Transportstyrelsens foreskrifter om marin utrustning (TSFS 2016:81) regleras
tillampliga undantag enligt nedan:

- 1kap 7 § Tekniska nyheter

Transportstyrelsen kan medge att marin utrustning som innebar en teknisk nyhet
och som inte uppfyller forfarandena for bedomning av Overensstimmelse far
placeras ombord pa ett svenskt fartyg, om det genom provning eller pa annat satt kan
faststillas att utrustningen ar minst lika effektiv som marin utrustning som provats
enligt forfarandena for bedomning av overensstimmelse. Marin utrustning som
beviljas undantag ska ha ett certifikat som visar att utrustningen far placeras ombord
pa fartyget. Certifikatet ska innehalla uppgifter om alla restriktioner eller
bestammelser som ror utrustningens anvandning.

- 1kap 8 § Provning och utvirdering

Transportstyrelsen kan medge att marin utrustning som inte uppfyller forfarandena
for bedomning av overensstimmelse eller inte har beviljats undantag enligt 7 §,
tillfalligt far placeras ombord pa ett svenskt fartyg i provnings- eller
utvarderingssyfte. Marin utrustning som avses i forsta stycket far inte anviandas i
stillet for utrustning som uppfyller kraven enligt lagen om marin utrustning eller
foreskrifter meddelade i anslutning till lagen och den far inte heller ersitta sidan
utrustning, vilken ska finnas kvar ombord pa EU-fartyget i funktionsdugligt skick och
vara klar for omedelbar anvindning. Marin utrustning som beviljas undantag ska ha
ett certifikat som visar att utrustningen far placeras ombord pé fartyget. Certifikatet
ska innehdlla uppgifter om alla restriktioner eller bestammelser som ror
utrustningens anvandning.

I 2 kap 2 § finns ocksé forenklade bestimmelser om marin utrustning som tillverkas
individuellt eller i smé kvantiteter.

Sammanfattning:

Sensorer och nya sensorer far sannolikt inget regulatoriskt hinder for att anvdndas ombord for att
samla data i tillracklig omfattning, kvalitet och upplosning till nya tjanster.

Begransningen ar datadverforingsmojlighet och -kapacitet.

Mojligheterna att anvdanda VDES-lank som alternativ till Internet bor undersokas.
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4.5Vaderbojar, havs- och kustvader-
observationer

4.5.1Vader- eller ODAS-bojar

Termen ar ursprungligen en forkortning av Ocean Data Acquisition System. Dessa bojar
kan utrustas med flera olika sensorer for METOC- och miljodata. SMHI skiljer pa havs-
och kustbojar.

Exempel pa maitdata fran den svenska Huvudskirsbojen: byvind, vindrikining,
vindhastighet, lufttryck, lufttemperatur, signifikant vaghojd, maximal vaghojd,
medelvagperiod, medelvagriktning, havstemperatur, salthalt, stromriktning,
stromhastighet, klorofyll-fluorescens, phycocyanin, turbiditet och syre. Undertecknad
var med vid utplaceringen av bojen infor forsta driftsattningen 2001.

4.5.2Vaderrapporterande fartyg i angransande vatten

I likhet med data fran bojar inkommer ocksa uppgifter till SMHI:s havsobservationer
fran vissa fartyg som trafikerar svenska och till Sverige angransande farvatten.

Sjofartsverkets isbrytare — se 4.6.4 ViVa-systemet

4.5.3Mareografer och havsspeglar

Vattenstdndsmaitare som refererar aktuellt vattenstind mot medelvattenstand enligt
RH2000. Andra data, t.ex. vattentemperatur, kan ocksa méitas vid stationerna.

Uppgifter om ODAS-bojar, havs- och kustobservationer finns beskrivha pa SMHI:s
webplatser.

4.5.4Sjofartsverkets ViVa-stationer (Vind och Vatten)

ViVa-systemet har tagits fram som stod till Sjofartsverkets uppdrag att tillhandahalla
lotsning.

Mitdata ar tillgdnglig genom internet eller genom AIS-systemet; det senare kan da
erhéllas internetoberoende data utan kostnad till fartygssystem (AIS MKD eller med
AlIS-inkoppling till ECDIS eller RADAR. De flesta ombordsystem stodjer idag denna typ
av overlay-visning.

ViVa ar dtkomligt pd webben genom Kartvisare Fyren (sjofartsverket.se) och vilj vind-
och vattenstandsinformation.

ViVa-appen finns dven for Android eller Iphone/Ipad. Sjofartsverket tillhandahéller inte
nagot oppet granssnitt (API) for ViVa-informationen. Sjofartsverket har kopplat till detta
ett nit avlandbaserade AIS-basstationer for att ta emot AIS-information fran fartyg men
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ocksa for att tillhandahéalla meteorologisk och hydrografisk information for ett 9o-tal
matplatser langs den svenska kusten och de stora insjoarna. Exempel pa information
som tillhandahalls &r vindhastighet, vindriktning, vattenstdnd, stromriktning,
stromhastighet, sikt samt vatten- och lufttemperatur. Vissa av matplatserna
tillhandah&ller endast en av dessa parametrar medan andra tillhandahéller flera. Aven
vissa av SMHI:s sensorer ar kopplade till systemet.

Vissa navigations- och vider-appar har mojlighet att ta emot data fran stationerna,
antingen via internet eller mot en inkopplad AIS-mottagare eller AIS-transponder.

Sjofartsverkets isbrytare genererar vaderdata till ViVa-systemet.

4.6 Prognoser och modeller
4.6.1Globala modeller

Vid kartlaggningen har vi funnit 14 olika viderinstitut (motsvarande) som driver
numeriska prognosmodeller (NWP). For att fi en uppfattning om modellernas
upplosning exemplifieras nagra av de vanligaste fran officiella institut och viaderforetag
i ndaromradet. Notera att vi endast valt att redovisa den horisontella upplésningen som
anges och att den vertikala kan vara betydligt storre.

ECMWEF-modellen

(European Centre for Medium-Range Weather Forecasts). I mars 2016 6kade ECMWF
upplosningen pa sin modell till 9 km, vilket for narvarande ar den hogsta tillgiangliga
globala modellen.

UKMO

UKMO-modellen, brittiska meteorologiska institutet (UKHO), prognosmodellering.
Valideringsstudier visar att UKMO har snarlik noggrannhet som ECMWF-modellen.
UKMO-modellen anvdnds av ménga meteorologiska institut och foretag. UKMO-
modellen uppges ha en upplosning pa 15 km.

DWD

ICON iér den tyska viadertjanstens (DWD) globala prognosmodell vilken har en hogsta
upplosning pa 13 km.

GFS

GFS-modellen (Global Forecast System) fran NOAA/NCEP[1] ar en av de mest anvinda
datakillorna eftersom den i likhet med andra NOAA-produkter ar kostnadsfri.
Modellens upplosning anges till 13 km.

De globala modellerna fyller en funktion for att se den prognostiserade
vaderutvecklingen i stort men ar langt ifran tillrackliga for den héga upplésning och
hansyn till kustndra forhéllanden som skulle behovas for att tillimpa dynamiska
fartomraden.
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Ovrigt

Det finns dven kommersiella viadertjanster med proprietira modelleringar som inte
undersokts.

4.6.2Regionala och lokala modeller

NAM éar en av NOAA:s stora vidermodeller, som i det hér fallet ticker storre delen av
Nordamerika. NAM ir en mesoskalemodell, vilket innebar att den numeriska analysen
kan modellera land och andra funktioner med hogre upplosning én i en global modell,
vilket leder till forbattrad prognosnoggrannhet.

HRRR

HRRR ar en NOAA-realtidsupplosning pa 3 km, uppdaterad varje timme, molnlosande,
konvektionstillaitande atmosfiarisk modell, initierad av 3 km-rutnit med 3 km
radarassimilering. Radardata assimileras i HRRR var 15:¢ minut under en 1-
timmesperiod, vilket ger ytterligare detaljer till den som tillhandahdlls av
timdataassimileringen fran den 13 km radarforbattrade Rapid Refresh.

AROME

Arome dr en smaskalig numerisk forutsdgelsemodell som ar i drift pA Meteo-France
sedan december 2008. Den har utformats for att forbattra korttidsprognoser for
allvarliga hindelser sdsom intensiva medelhavsnederborder (Cévenole-hdndelser),
svara stormar, dimma, stadsvirme under varmebdljor. Denna modell anvinds bland
annat inom seglingsracingen och anses vassare in ECMWF-prognosen.

4.6.3Meteorlogiska modeller kopplade mot SMHI
ECMWEF - Globala vaderprognoser, 3 - 10 dygn

Medlemskapet i ECMWF (European Centre for Medium Range Weather Forecasting) gor
att SMHI dagligen far tillgéng till globala vaderprognoser 10 dygn framat. ECMWF ar
viarldsledande inom sitt omrédde och anviander ett mycket kraftfullt datorsystem.
Informationen anviands bland annat for allmédnna prognoser, men ocksa som indata till
vara andra prognosberikningar.

HARMONIE-AROME - Mesoskaliga vaderprognoser, 1 - 2 dygn

Flera ganger per dygn kors numeriska vaderprognosberidkningar vid NSC (Nationellt
Superdator Centrum) i Linkoping. Prognosmodellen kallas AROME och har utvecklats i
samarbete med over tjugo lander i Europa. AROME-prognoserna uppdateras oftare och
ar mer detaljerade dn de globala prognoserna och utgor grunden i SMHI:s prognostjanst.
Modellprognoser ar ett viktigt underlag for prognoserna till allménheten,
varningstjansten och for olika kunder. Modellens data anvands ocksd som indata till en
mangd andra meteorologiska, hydrologiska och oceanografiska tillaimpningar pa SMHI.
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MESAN - Lokala vaderprognoser,0- 12 tim

For varningar och korta detaljerade viderprognoser anvinder meteorologen forutom
aktuella observationsdata och fjarranalys (viderradar och vidersatelliter) detaljerad
kartlaggning av viadersituationen i Sverige. Detta sker med en s.k. mesoskalig
analysmodell (MESAN), som viger samman alla tillgdngliga data till en aktuell
vaderkarta.

4.6.4 Oceanografiska modeller kopplade till SMHI
NEMO-Nordic

NEMO ir en havscirkulationsmodell som berdknar prognoser for salt, temperatur,
vattenstand, strommar och flera isparametrar. Modellen ar utvecklad inom ett storre
internationellt konsortium. Pa& SMHI har sedan modellen anpassats till de sarskilda
forhallandena vi har i Ostersjon och Visterhavet. Denna anpassade modell kallas
NEMO-Nordic

For narvarande finns det tva olika versioner av NEMO-Nordic, en kort och en lang
prognos. Den korta prognosen striacker sig 2,5 dygn framéat. Den korta prognosen har en
horisontell upplésning pa 1 nautisk mil (ca 1,8 km) och kors fyra ganger per dygn. Den
langa prognosen stricker sig 10 dygn framét. Den har en lagre horisontell upplosning pa
2 nautiska mil (ca 3,6 km) och uppdateras tva ganger per dygn. Bade den korta och den
l4nga prognosen ticker hela Ostersjon, Visterhavet och en del av Nordsjon.

Havet far sin energi fran hidndelser i atmosfiaren vilket gor att oceanografiska
prognosmodeller dr beroende av meteorologiska modeller for att kunna koras. For de
korta prognoserna anvinds framst vidermodellen HARMONIE-AROME. De langre
prognoserna drivs av en vidermodell frain ECMWF.

SWAN (Simulating Waves Nearshore)

SWAN ér en tredje generationens spektrala vigmodell. Detta innebar att man tar hansyn
till vag-vag-interaktioner i 16sningen av energiekvationen. Modellen berdknar olika
vagparametrar som man kan fa ut fran ett vagspektrum, dar den mest anvianda ar
signifikant vaghojd. Utdata anvinds for att ge vidgprognoser i vara omgivande hav samt
vid olika haveriutredningar och konsultuppdrag. Vagklimatet ar viktigt att kdnna till vid
projekteringar till havs.

SWAN strécker sig 2,5 dygn framat och kors fyra ganger per dygn. Prognosen stracker
sig alltsd 60 timmar framat.

Data fran SWAN anvinds av bland annat den oceanografiska prognos- och
varningstjansten for att gora vagprognoser. Prognoserna anviands dven vid exempelvis
haveriutredningar och konsultuppdrag.
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4.6.5Utveckling

Under de senaste femton aren har huvudfokus i utvecklingen av meteorologiska
prognosmodeller legat pA en mer exakt modell med forbattrad upplosning. Den
resulterande HARMONIE (MEPS) modellen har 2,5 km horisontell upplosning (jamfort
med 7,5 km HIRLAM) och kan forutsiaga smaskaliga fenomen mer exakt. HARMONIE
(MEPS) prognoser ar nu tillgingliga via de Oppna datatjansterna. 2014 borjade
HARMONIE att ersitta den tidigare HIRLAM som operativ numerisk prognosmodell.

Den tidigare oceanografiska prognosmodellen HIROMB BSo1, vilket var ett samarbete
mellan SMHI och BSH (Bundesamt fiir Seeschiffahrt und Hydrographie) med
tickningsomrade for Nordsjon och Ostersjpomradet, slutade leverera prognosdata 2017.
Fréan februari detta &r anvinds NEMO-modellen.

4.6.6 Ovriga modeller

Det finns &dven oceanografiska modeller inom oceanografisk forskning som i
samvariation tar sikte pa miljoaspekter och klimatférandringar, till exempel
havscirkulationsmodeller. De huvudsakliga modellsystemen idag ar EC-Earth, NEMO,
PADM, RCO, SCOBI och SCM.

4.6.7 Nagot om GRIB-filer

GRIB iar ett av WMO3 definierat filformat som anviands for att paketera vader- och
vaginformation. Paketeringen gor vaderinformationen relevant och hanterbar i digitala
sammanhang. Vader- och vagprognosers dataset levereras ofta i detta filformat. Det
finns flera olika leverantérer av GRIB-filer liksom det finns olika mjukvaror for att visa
innehallet i filerna.

GRIB-filer produceras vid de flesta meteorologiska institut och vaderforetag.

Automatiserade prognoser som levereras i GRIB-format ar ofta inte asatta ndgon
manuell kvalitetskontroll.

Sammanfattning:

kvalitetskontroll.

Automatiserade prognoser som levereras i GRIB-format ar ofta inte asatta nagon manuell

3 WMO: United Nations World Meteorological Organization
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4.7 Copernicusprogrammet

Copernicus tjanstekomponent innehaller flera omraden for jordobservationer.

KOMMISSIONENS GENOMFORANDEBESLUT (EU) 2018/620 av den 20 april 2018
om tekniska  specifikationer @ for  Copernicus tjinstekomponent enligt
Europaparlamentets och radets forordning (EU) nr 377/2014 [i] anger egenskaper och
krav for tjanstekomponenterna.

Ur olika tekniker och funktioner utvecklas direfter tjanster genom definitionen
“anvandarstyrt”.

Ovanstdende ar en fri oversdttning ur dokumentet. 3.2.5 Marine [Copernicus L-band SAR Mission Requirements
Document Issue Date 10/10/2019 Ref ESA-EOPSM-CLIS-MRD-3371]

Observationer som kopplar mot meteorologi och oceanografi, indirekt d&ven klimatologi,
ar relevanta for utveckling och sakerhet for sjofart och maritim naring.

I synnerhet ger systemet Syntetisk Apertur Radar (SAR) nya insikter och mer reaktiva
ingdngsvarden for sjofarten. Vaghojd och isutbredning ar direkt dimensionerande
faktorer som har stor eller mycket stor paverkan pa sjofarten.

4.7.1Utveckling av syntetisk Aperturradar (SAR) -
Copernicus

Den pagdende teknikutvecklingen och utvecklingen av de maritima
Copernicustjansterna med L-bandsradar ligger ratt i tiden for att utreda och prova
mojligheten for ett paradigmskifte for synen pad de nu statiska fartomradena och
eventuellt [VV-zonerna.

EARSC (European Association of Remote Sensing Companies) vilken ar en
industrikoppling till det europeiska jordobservationsprogrammet har foljande
tillampningsomraden:

- Ocean and Marine (Met Ocean),
- Climate (Meteorology, Climate),
- Security (Monitor high risk areas)

Copernicus tjanst for overvakning av den marina miljon (CMEMS) tillhandahaller
regelbunden och systematisk referensinformation om tillstdndet i oceanerna och EU:s
regionala hav och ar operativt sedan 2015.

CMEMS-tjanstens produkter (observationer och prognoser) stoder minga marina och
maritima tillimpningar och ticker féljande fyra omréaden:

- Sjosdakerhet

- Kust- och havsmiljo

- Marina resurser

- Vider, sasongsprognoser och klimataktiviteter

En 6vning, "Next Gen Marine Environment Monitoring User", pekade pé tre viktiga
prioriteringar
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- kontinuiteten i matningarna
- Okning/forbattring av tidsupplosning
- noggrannhet

Anviandningen av C-band SAR-data for att stodja marina applikationer ar vil etablerad
och knuten till ett antal informationsprodukter som fér niarvarande ingar i Copernicus
tjanster och anviandarapplikationer. Anviandningen av L-band SAR-data i det marina
sammanhanget har a4 andra sidan hittills har varit mer begriansad till
tillampningsfallstudier. Detta beror till stor del pa bristen av ett L-band SAR-uppdrag
med kompatibla egenskaper med Sentinel-1, t.ex. gratis och 0ppet, datapolicy, garanti
for datakontinuitet pa langre sikt och systematisk forplanerade observationer som leder
till tidsmassigt och rumsligt konsekventa datatidsserier.

Icke desto mindre har potentialen att utoka och komplettera befintliga marina tjanster
visats genom fallstudier och leder till 6kad kontinuitet antingen genom tillhandahéllande
av ytterligare europeisk radaravbildningskapacitet och/eller forbattrad information
kopplat till valet av den langre L-bandvaglangden. Specifika informationsprodukter som
ar relevanta till L-Band SAR-uppdraget inkluderar:

¢ Ocean Surface Vector Stress

- Ytans vindhastighet
- Ytans vindriktning
- Seastate

« Signifikant Wave High (SWH)

- Vag Period
- Végriktning
- Vagriktat energispektrum

4.7.2 Copernicus marin - vagor

Analys och prognos

Det operativa globala havsanalys- och prognossystemet i Météo-France har en
upplosning pa 1/12 grad och ger dagliga analyser samt 10 dagars vagprognoser globalt.
Denna produkt inkluderar 3-timmars momentana falt med integrerade vigparametrar
fran det totala spektrumet (signifikant hojd, period, riktning etc), samt foljande
partitioner: vindvagen, de priméara och sekundéira svallvdgorna.

Det globala vagsystemet i Météo-France ar baserat pa vigmodellen MFWAM som ar en
tredje generationens vigmodell. MFWAM anviander beriakningskoden ECWAM-IFS-
38R2 med en spridningsterm som utvecklats av Ardhuin et al. (2010). Modellen
MFWAM uppgraderades i november 2014 tack vare forbattringar som erhallits fran det
europeiska forskningsprojektet «my wave» (Janssen et al. 2014). Modellens
genomsnittliga bathymetri genereras genom att anvianda 2-minuters rutnat for global
topografidata ETOPO2/NOAA. Det inhemska modellrutnitet ar oregelbundet med
minskande avstind i latitudinell riktning ndra polerna. Vid ekvatorn ar avstindet i
latitudinell riktning mer eller mindre fixerat med rutnitsstorlek 1/10°.
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Den operativa modellen MFWAM drivs av 6-timmarsanalys och 3-timmars
prognostiserade vindar fran IFS-ECMWF-atmosfirssystemet. Vagspektrumet ar indelat
i 24 riktningar och 30 frekvenser fran 0,035 Hz till 0,58 Hz. Modellen MFWAM
anvander assimilering av hojdmatare med ett tidssteg pa 6 timmar. Analys levereras 4
ganger om dagen och en prognos pa 10 dagar ges klockan 0:00 UTC.

MFWAM tickning och egenskaper

GEOGRAFISK TACKNINGECDIS

-180 (V) ~ 180 (0)
Bild: Copernicus Marine hemsida.

OBSERVATION / MODELLER: numerisk modell
PRODUKTTYP: nira realtid och prognos

BEHANDLINGSNIVA: L4

DATAASSIMILERING: Havsvaghojd (SWH)

OPTISK UPPLOSNING: 0,083° x 0,083°*

FUNKTIONSTYP: Rutnat*

KOORDINERA REFERENSSYSTEM: WGS 84 (EPSG 4326)

VERTIKAL TACKNING (ANTAL VERTIKALA NIVAER): Endast yta (1 niva)
TIDLIGT TACKNING: frin 2019-05-04 till idag
TIDIGHETSUPPLOSNING: 3 timmar - omedelbart
UPPDATERINGSFREKVENS: dagligen (Tv& ganger per dag (00:00 UTC och 12:00 UTC))
PRODUKTIONSENHET: GLO-NRT-MERCATOR-TOULOUSE-FR

ORIGINAL FILFORMAT: NetCDF-4
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4.8Utvardering av extremvader

ECMWEF:s kiarnuppdrag att tillhandahéalla vaderprognoser i medelldng rackvidd ar en
utmarkt bas for bredare aktiviteter. Dessa omfattar dven den EU-finansierade
Copernicus klimatforandringstjanst (C3S) och Copernicus atmosfarovervakningstjanst
(CAMS), som drivs av ECMWF, och Copernicus emergency management service
(CEMS), till vilken ECMWTF bidrar.

De extrema vaderhidndelser som ECMWF dokumenterat sedan 2013 har i manga fall
direkt baring pa prognosséakerhet.

Nedan bild ger exempel pa prognossakerhet. I detta fall temperatur.

Per cent
b4
4

88 + T T T T 1
1 2 3 4 5
Forecast day
- US National Centers for Environmental Prediction (NCEP)
German National Meteorological Service (DWD)
Korea Meteorological Administration (KMA)
Australia’s Bureau of Meteorology (BoM)
~—— ECMWF's high-resolution forecast (HRES)
- = = = Copernicus Atmosphere Monitoring Service (CAMS)
— UK Met Office
- Canadian Meteorological Centre (CMC)

Bild: Forecast performance 2021. Kélla: ECMWF Newsletter 171 — Spring 2022

Den utviardering som Linus Magnusson sammanfattar i tidskriften Polarfront Nr 181; juli
2022 och som presenterades vid SMHI:s Metodkonferens 2022, beror prognostisering
av extremviader vid ECMWF!2l, Artikeln finns i sin helhet pa engelska i ECMWF
Newsletter 171 Spring 2022.

Sammanfattningsvis beror artikeln prognosers langd och extrema vaderhéandelser:
- prediktabilitet av extremer
- potentiella modellproblem

- anvandbarhet av prognosmodellerna

I artikeln diskuteras modell och prognosutvecklingen for stormen Eunice oOver
Storbritannien den 18/2 2022.

© RISE Research Institutes of Sweden
Transaktion 09222115557482336707

Signerat JL



https://euc-word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=sv-se&rs=sv-SE&wopisrc=https%3A%2F%2Frisecloud.sharepoint.com%2Fsites%2FDynamiskafartomrden-frstudie%2F_vti_bin%2Fwopi.ashx%2Ffiles%2F6bd77345827b4432be77715da5bae6f2&wdenableroaming=1&mscc=1&hid=57e4247e-0629-4e11-b0df-ba03ee67325a.0&uih=teams&uiembed=1&jsapi=1&jsapiver=v2&corrid=5960f140-7a93-4991-ba73-c81a66653e46&usid=5960f140-7a93-4991-ba73-c81a66653e46&newsession=1&sftc=1&uihit=UnifiedUiHostTeams&muv=v1&accloop=1&sdr=6&scnd=1&sat=1&rat=1&sams=1&mtf=1&sfp=1&halh=1&hch=1&hmh=1&hsh=1&hwfh=1&hsth=1&sih=1&unh=1&onw=1&dchat=1&sc=%7B%22pmo%22%3A%22https%3A%2F%2Fwww.office.com%22%2C%22pmshare%22%3Atrue%7D&wdlcid=sv-se&ctp=LeastProtected&rct=Medium&wdorigin=TEAMS.UNIFIEDUIHOST.REBOOT&wdhostclicktime=1665558924658&wdprevioussession=61526ce8-4b2d-412e-83dc-7b94c6cc06ee&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush#_ftn2

43

ECMWF HRES visar en fallstudie for prognosutvecklingen under 15 dagar for datumet
18/2.

Prognoslingderna 15 — 10 dagar fore stormen visar starkare vindbyar mot
klimatmodellen; 7 dagar innan visar prognosen mot extrema viarden, men med stor
osdkerhet. Runt 1,5 dag fore stormen var ensembelprognoserna traffsikra. (Ur ett
nautiskt perspektiv maojligen en eller ett par dagar tidigare. Egen anmdrkning).

Kommentar:

Ur perspektivet fartomraden och zoner maste varje 6verskridande av omradenas faststallda
vaghojder behandlas i ett tankegods runt extremviader. Konfidensintervall och granser ar
lampliga att definieras med samma grund som fartomréden och zoner enligt 3.2.1 Omraden
klassificerade for inlandssjofart och 3.2.2 Nationella fartomraden.
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4.9 Demonstration av tillampning Copernicus
Marine

Nedladdning och processering av prognosdata i QGIS har genomforts for att
overgripande exemplifiera och demonstrera en vagprognos ur Copernicustjansten
https://resources.marine.copernicus.eu/product-

detail/BALTICSEA ANALYSISFORECAST WAV 003 010/INFORMATION

S
¢ /

Bild: Datagenerering komponerad av Fredrik Olsson, RISE Maritima Operationer
Base layer: Grafisk 6versikt 6ver hela Sverige, Hydrographica (publiceringstillstand 2022-11-24)
Red dashed lines: 0.5 m, 1, 1,5, 2 and 2,5 m significant wave height contour lines extracted from Copernicus raster data
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Exemplet visar prognos 2022-01-26 dar vi lagt ut E- och D-omrédets dynamiska gréanser,
signifikant vaghojd 0,5 respektive 1,5 m. IVV-zon 1 maximala vaghojd, 2 m visas ocksa
pé bilden.

Sett enbart till vaghdjdsbegransningen och sjovardighetsbegreppets tekniska
begransningar, alltsi undantaget andra regler, finns stora mgdjligheter med
“lagvaghojdssjofart” i delar av sodra och vastra Sveriges farvatten. I norra delarna av
Bottenviken har isen sannolikt lagt sig.

For att fi& en uppfattning om detaljeringsgraden i skargardsavsnitt dr samma
nedladdning exemplifierad och uppforstorad. Just denna aktuella prognos
overensstimmer relativt bra med de faststillda E-omradet i detta kustavsnitt.
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Bild: Datagenerering komponerad av Fredrik Olsson, RISE Maritima Operationer
Base Layer: Transportstyrelsen — webbpublicerade fartomrddesindelning via
https://www.transportstyrelsen.se/sv/sjofart/Sjotrafik-och-hamnar/Fartomraden
E-omrdadets grdnser har forstdrkts med rod farg.
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Slutsats

Den operativa prognosen fran Copernicus Marine Service kan vara anvandbar for att arbeta fram
tillrackligt sakra vaghojdsprognoser.

Bedomningen &r att en relativt regelbunden sjotrafik kommer att kunna baseras pa prognoser dar
vaghojderna definieras av de dimensionerande granserna for alla fartomraden och zoner.

En l6sning for att visa prognosens eller matningens signifikanta vaghojd i ombordsystem, till exempel
ECDIS eller ECS samt dess planeringsverktyg ar en funktion som ett fortsatt projekt behover utveckla.
Forlagor finns sedan tidigare i ruttoptimerings- och weather routing programvaror. Tanken &r ocksa
att ett Shore (Control) Center eller meteorologiskt kvalitetssdkrad tjanst skall kunna interagera.

[ NoaA: US National Oceanic and Atmospheric Administration. NCEP: National Centers for Environment Prediction
2 ecmwr: European Centre for Medium-Range Weather Forecasts

fil KOMMISSIONENS GENOMFORANDEBESLUT (EU) 2018/ 620 - av den 20 april 2018 - om tekniska specifikationer for Copernicus
tjianstekomponent enligt Europaparlamentets och radets férordning (EU) nr 377 / 2014
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5 Slutsatser
5.1Slutsatser

Studien visar att geografiskt fasta fartomraden och zoner bade teoretiskt och praktiskt
kan ersidttas med sidkra observationer och viaderfonster for betydande kustomraden,
oppna kustpassager och havsoverfarter. Kontinuiteten i vaderfonstren behover dock
kartlaggas och kopplas mot den prognossidkerhet och noggrannhet som 6ver tid kan
anses som funktionell. Planerbarhet och kontinuitetsplanering bedoms som viasentliga
delar for fortsatta arbeten. Det racker som bekant med att isen lagger sig for att stora
delar av den mindre sjofarten maste stillas in, vilket dessutom ger foljdkonsekvenser
som brist pa kvalificerande sjotjanstgoringstid. Det ar darfor sannolikt inte hallbart ur
marknadens perspektiv att vi med hog sdkerhet ser att praktiken gar att tillimpa
periodvis.

En ersittare eller ett komplement till dagens fartomraden och zoner maste utvecklas att
mota aktorernas behov och mojligheter. EMMA-studiens konstaterande att det kravs
mer an att ett tekniskt ramverk antas for verkliga affarer startas utifran IVV delas med
vara intervjuer. Det ar hirvid farleds- och lotsavgifter som ses som de storsta trosklarna.
Fartomraden och zoner ses inte som avgorande problem i den relationen. Det senare har
sin grund i regelutformning och tillaimpning och framgar i intervjuer och regelstudien.

Sammantaget blir den direkta nyttan svag med innevarande regelverks faktiska
tillampningar som intervjuerna tyder pa och som regelverket med vissa begransningar
medger. Vad in intervjuer och regelverk medger finns givet en allmin sikerhets- och
utvecklingsnytta med hogupplosta prognoser och realtidsdata dar fartygens
sensorfeedback kan en viktig roll.

En slutsats som dragits ar att fartomraden och zoner inte kan goras dynamiska utan att
dndra i forfattning och fartygssiakerhetsforordning, da fasta koordinater anvands for att
definiera omradena. Vissa ”spelrum” finns bade for fartyg och myndighet. Det behovs
sannolikt ett paradigmskifte for hur bdde europeisk och svensk syn pa fartomrades och
zoner skall hanteras ur ett rattsperspektiv for att koordinatlosningar skall kunna bytas
ut.

Kartlaggningen av miljodata och fartygsutrustning visar en positiv utveckling och
utvecklingsmojligheter. Copernicusprogrammet och Copernicus Marine har direkt
kunnat anvints for exemplifiering. Sverige bor foresl och demonstrera anvandarfall till
anvandarprocessen for Copernicus Marine.

SMHI bor i ndgon form finnas med i fortsattningsprojekt som innehéller behandling av
METOC-data.
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5.1.1 Om IVV-marknaden och inlandssj6farten

Den nationella IVV-marknaden kan sannolikt klassificeras som mycket liten och i vissa
avseenden svag. Det dr i sig ett problem att definiera vad som per definition ar eller skulle
kunna utgora en specifik IVV-marknad. Intervjuer pekar pa svarigheter kan uppsta vid
upphandlingsforfaranden i konkurrens mellan andra trafikslag. Anbud som inkommer
med "udda” inslag, sett ur upphandlarens perspektiv, har uppenbart diskrimineras.

Da IVV inte ar ett eget trafikslag ur ett nationellt perspektiv konstaterar projektet att
delar av regelandringar riskerar att ge utlandsflaggad IVV-sjofart mer
konkurrensfordelar &n vad de gagnar nationell sjofart. Detta beror pa att
marknadsférutsattningar utomlands skiljer mellan havsgaende sjofart och inlandssjofart
i den meningen att inlandssjofarten ar ett eget trafikslag och sett ur ett europeiskt
perspektiv har andra forutsattningar. Vi konstaterar ocksa att svenskflaggade IVV-fartyg
inte direkt kan verka pa EU:s inre vattenvigar med svensk personal di de nya
inrefartsbehorigheterna bara ar tillampliga i svensk inre fart. Inrefartsbehorigheten blir
ocksé en begransning for grundkonceptet med dynamiska fartomraden.

Det ena problemet dr att trafikslaget inte existerar, utan pa olika sitt dyker upp i
regelimplementeringar med start i det regelverk for inlandssjofart som borjade inforas i
Sverige 2014. Sverige inforde da direktiv (2006/87/EG) om tekniska foreskrifter for
fartyg i inlandssjofart. Direktivet ar inforlivat genom TSFS 2014:96.

Det andra problemet ar registrering. Det ar ett sedan lange kant problem att IVV-fartyg
och pramar inte kan registreras som egna “arter”. De register som finns ar
fartygsregistrets skepps- respektive batdel.

En sarskiljning mot ovrig sjofart anses nodvandig for att IVV inte skall omfattas av bl.a.
lotsplikt och farledsavgifter i den omfattning som foljer av att IVV blandas med
traditionell svensk sjofart. Andra delar ar fraktavtal som kan vara tvingande. Beskattning
av drivmedel och brinsle skiljer sig ur det europeiska perspektivet.

Det tredje observationen som framkommit ar att de svenska reglerna inte omfattar
explicita behorigheter for IVV. Detta kan utesluta att svensk personal kan verka pa en
europeisk inrevattenvigsmarknad pa svenskregistrerat IVV-tonnage.

Slutsatsen ar att perspektiven behover utokas. Ett 6vervigande om IVV skall behandlas
som eget trafikslag bor initieras.

5.1.2IVV, ITS och automation

Sverige deltar genom Transportstyrelsen i EU arbetet med "Intelligenta
Transportsystem" (ITS). Inom ITS inkluderar EU autonomi pa IVV-omréden/i
inlandssjofart, vilket ur ett juridiskt perspektiv per definition sannolikt blir svart att
implementera i den svenska modellen diar IVV samsas med ovriga fartyg; bade
omradesmaissigt och regelmassigt. Ett autonomiutvecklingsspar inom IVV forsvaras av
att harmonisering blir nédvandig mot 6vrig sjofart inte minst ut perspektivet att TS
anmalt stora delar av den svenska kusten som inre vattenviagar. EU har ocksa gjort ett
storre omtag pa IVV-reglerna for ett par ar sedan, vilket regelmassigt enklare kanske kan
oppna upp mot olika typer av autonomi samt att man inte har lika omfattande regelverk
som internationell sjofart har.

n
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ITS ar trafikslagsovergripande ur ett EU-perspektiv. Om Sverige deltar utover
vagtrafikomradet, alltsa i IVV-sammanhang, har vi inte lyckats ta reda pa.

Slutsatsen ar att ett engagemang fran svensk sida ar relevant.

5.1.3Nyttan

Bra och siaker information om véder, vind och framfor allt vaghojd ar generellt intressant
for sjofart och offshore.

Vibedomer att Copernicus Marine redan nu tillfor stora viarden till prognoser, utveckling
och nira realtidsmétningar.

Ett inforande av VDES medfor en viss mgjlighet att dubbelriktat utbyta data med fartyg.

Forstudiens forslag och lardomar ger ingangsvarden for fortsatt teknik och utveckling.

5.2Nasta steg

Kartlaggningen av miljodata och fartygsutrustning visar en positiv utveckling och
utvecklingsmojligheter. Copernicusprogrammet och Copernicus Marine har direkt
kunnat anvints for exemplifiering. VDES, som fran november 2022 tilldelats plats i
frekvensplanen i Sverige, medger dubbelriktad datakommunikation med bra rackvidd
och tillracklig teknisk 6verforingshastighet. Det kan av flera skal vara viktigt att snabbt
visa pa tillampningar i VDES-systemet vilket gor att vi foresprakar demonstration ur
denna forstudie och tjanster frain EMMA-studien. I denna kontext foreslas att infora en
tjanst med stod av Shore Center och fartygsutrustning for att ta emot lokal- och regional
miljodata inkluderat fartygssensorer for in-situ matningar av METOC-information. Ett
projektforslag bor innefatta ett meteorologiskt institut. Genom denna 16sning loser sig
tester, prov och demonstration inte bara till ett enda geografiskt omrade. Pa sikt kan
sakerhetsprocesser utvecklas.

Projektet konstaterar att det ar extra viktigt att kunna visa pa tydliga tillampningar
kopplade till verkligheten nér regelverken framstar som fragmenterade med begransad
forutsagbarhet samt att nyttor och definitioner inom sjofart ar svarférklarade.

Vi foreslar darfor uppbyggnad av en Shore Controll Center dir mdgjligheten till
prototyping, test och demonstration kan ta projekt vidare. Ett case som bygger pa
METOC-data och VDES-lank foreslas.

© RISE Research Institutes of Sweden

Transaktion 09222115557482336707

Signerat JL



Through our international collaboration programmes with academia, industry, and the public
sector, we ensure the competitiveness of the Swedish business community on an international
level and contribute to a sustainable society. Our 2,800 employees support and promote all
manner of innovative processes, and our roughly 100 testbeds and demonstration facilities are
instrumental in developing the future-proofing of products, technologies, and services. RISE
Research Institutes of Sweden is fully owned by the Swedish state.

| internationell samverkan med akademi, naringsliv och offentlig sektor bidrar vi till ett
konkurrenskraftigt ndringsliv och ett hallbart samhalle. RISE 2 800 medarbetare driver och stoder
alla typer av innovationsprocesser. Vi erbjuder ett 100-tal test- och demonstrationsmiljoer for
framtidssakra produkter, tekniker och tjanster. RISE Research Institutes of Sweden ags av
svenska staten.

RISE Research Institutes of Sweden AB Maritima operationer
Box 857,501 15 BORAS RISE Rapport P112045:

S Telefon: 010-516 50 00 ISBN:

E-post: info@ri.se, Internet: www.ri.se

© RISE Research Institutes of Sweden

Transaktion 09222115557482336707

Signerat JL




Verifikat

Transaktion 09222115557482336707

Dokument

Dynamiska fartomraden och IWzoner férstudierapport
Huvuddokument

52 sidor

Startades 2022-11-28 10:48:57 CET (+0100) av Joakim
Lundman (JL)

Fardigstallt 2022-11-28 10:51:08 CET (+0100)

Signerande parter

Joakim Lundman (JL)

RISE Research Institutes of Sweden AB
Org. nr 556464-6874
Jjoakim.lundman@ri.se

Signerade 2022-11-28 10:51:08 CET (+0100)

Detta verifikat ar utfardat av Scrive. Information i kursiv stil ar sékert verifierad av Scrive. Se de dolda
bilagorna for mer information/bevis om detta dokument. Anvéand en PDF-ldsare som t ex Adobe Reader
som kan visa dolda bilagor for att se bilagorna. Observera att om dokumentet skrivs ut kan inte
integriteten i papperskopian bevisas enligt nedan och att en vanlig papperutskrift saknar innehallet i de
dolda bilagorna. Den digitala signaturen (elektroniska forseglingen) sakerstaller att integriteten av detta
dokument, inklusive de dolda bilagorna, kan bevisas matematiskt och oberoende av Scrive. For er
bekvamlighet tillhandahaller Scrive dven en tjanst for att kontrollera dokumentets integritet automatiskt
pa: https://scrive.com/verify

1/1





{"access_token":"e4d6eb915a670c50","author_attachments":[],"auto_remind_time":null,"confirmation_message":"","ctime":"2022-11-28T09:47:54.74864Z","days_to_sign":90,"display_options":{"allow_reject_reason":true,"document_is_receipt":false,"show_arrow":true,"show_footer":true,"show_form":false,"show_form_arrow":true,"show_header":true,"show_pdf_download":true,"show_reject_option":true},"experimental_features":{"process_management":"esign","signatory_status_summary":"document_signed","use_new_signview":true},"file":{"id":"9222591557599633984","name":""},"folder_id":"459727","from_shareable_link":false,"id":"9222115557482336707","invitation_message":"","is_deleted":false,"is_saved":true,"is_shared":false,"is_template":false,"is_trashed":false,"lang":"sv","mtime":"2022-11-28T09:51:08.29764Z","object_version":8,"parties":[{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"standard","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"standard"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","delivery_method":"email","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":true,"type":"name","value":"Joakim"},{"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":true,"type":"name","value":"Lundman"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"joakim.lundman@ri.se"},{"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"RISE Research Institutes of Sweden AB"},{"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company_number","value":"556464-6874"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946322828719","is_author":true,"is_signatory":true,"mobile_delivery_status":"unknown","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2022-11-28T09:50:21.09536Z","sign_order":1,"sign_time":"2022-11-28T09:51:08.29764Z","signatory_role":"signing_party","user_id":"9221662934817129675"}],"sealed_file":null,"sms_confirmation_message":"","sms_invitation_message":"","status":"closed","tags":[{"name":"__started_by","value":"office-addin"}],"template_id":null,"timeout_time":"2023-02-26T22:59:59.00000Z","timezone":"Europe/Stockholm","title":"Dynamiska fartområden och IVVzoner  förstudierapport","viewer":{"role":"sealing"}}


Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-11-28 09:48:57.755468 UTC ±53 ms

    		2022-11-28 08:52:11.016397 UTC

    		

      46.51.201.244

      

        axios/0.26.1

      

    

    		

      

        The initiator Joakim Lundman (JL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-02-26 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2022-11-28 09:49:04.292436 UTC ±53 ms

    		2022-11-28 08:52:11.016397 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Joakim Lundman (JL) was delivered.

      


    

  



  

  

    		2022-11-28 09:50:21.095361 UTC ±54 ms

    		2022-11-28 08:52:11.016397 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36 Edg/107.0.1418.52

      

    

    		

      

        The party Joakim Lundman (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-11-28 09:51:08.297646 UTC ±55 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.2 patchlevel 8 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 0.99 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈98.810%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-10-17 17:20:24.684714 UTC and 2022-11-28 08:52:11.016397 UTC:







  		Time collected

  		Clock offset







  

    		2022-10-17 17:20:24.684714

    		0.6 ms

  





  

    		2022-10-17 18:20:26.44096

    		-0.9 ms

  





  

    		2022-10-17 19:20:28.291809

    		-1.0 ms

  





  

    		2022-10-17 20:20:29.795317

    		-1.5 ms

  





  

    		2022-10-17 21:20:31.324314

    		-0.7 ms

  





  

    		2022-10-17 22:20:33.256824

    		-0.8 ms

  





  

    		2022-10-17 23:20:34.96478

    		0.4 ms

  





  

    		2022-10-18 00:20:36.437492

    		0.9 ms

  





  

    		2022-10-18 01:20:39.165006

    		-1.2 ms

  





  

    		2022-10-18 02:20:41.262305

    		-0.8 ms

  





  

    		2022-10-18 03:20:43.279165

    		-0.5 ms

  





  

    		2022-10-18 04:20:45.098737

    		-0.1 ms

  





  

    		2022-10-18 05:20:47.451751

    		0.6 ms

  





  

    		2022-10-18 06:20:49.174629

    		-1.3 ms

  





  

    		2022-10-18 07:20:51.49329

    		0.0 ms

  





  

    		2022-10-18 08:20:53.978014

    		1.6 ms

  





  

    		2022-10-18 09:20:57.36347

    		-2.3 ms

  





  

    		2022-10-18 10:20:58.859601

    		0.0 ms

  





  

    		2022-10-18 11:21:02.014252

    		0.9 ms

  





  

    		2022-10-18 12:21:04.207859

    		0.2 ms

  





  

    		2022-10-18 13:21:05.686109

    		2.2 ms

  





  

    		2022-10-18 14:21:07.728799

    		2.2 ms

  





  

    		2022-10-18 15:21:09.145427

    		0.5 ms

  





  

    		2022-10-18 16:21:11.82554

    		-1.1 ms

  





  

    		2022-10-18 17:21:13.657621

    		1.3 ms

  





  

    		2022-10-18 18:21:15.922967

    		-0.7 ms

  





  

    		2022-10-18 19:21:17.394818

    		0.6 ms

  





  

    		2022-10-18 20:21:18.985975

    		0.6 ms

  





  

    		2022-10-18 21:21:21.13881

    		0.2 ms

  





  

    		2022-10-18 22:21:22.895321

    		-0.3 ms

  





  

    		2022-10-18 23:21:24.966717

    		0.3 ms

  





  

    		2022-10-19 00:21:26.612422

    		-5.4 ms

  





  

    		2022-10-19 01:21:28.082709

    		-4.1 ms

  





  

    		2022-10-19 02:21:30.454836

    		-2.6 ms

  





  

    		2022-10-19 03:21:31.941481

    		-2.4 ms

  





  

    		2022-10-19 04:21:33.622

    		1.9 ms

  





  

    		2022-10-19 05:21:35.807681

    		2.8 ms

  





  

    		2022-10-19 06:21:37.361654

    		1.3 ms

  





  

    		2022-10-19 07:21:39.751293

    		0.5 ms

  





  

    		2022-10-19 08:21:42.296789

    		-0.7 ms

  





  

    		2022-10-19 09:21:44.013577

    		2.0 ms

  





  

    		2022-10-19 10:21:45.518851

    		1.1 ms

  





  

    		2022-10-19 11:21:47.466732

    		0.2 ms

  





  

    		2022-10-19 12:21:49.190793

    		0.0 ms

  





  

    		2022-10-19 13:21:51.262

    		-1.0 ms

  





  

    		2022-10-19 14:21:52.925693

    		-1.3 ms

  





  

    		2022-10-19 15:21:54.718867

    		0.0 ms

  





  

    		2022-10-19 16:21:56.5316

    		-0.9 ms

  





  

    		2022-10-19 17:21:58.60228

    		-0.9 ms

  





  

    		2022-10-19 18:22:00.254296

    		0.5 ms

  





  

    		2022-10-19 19:22:02.560516

    		-0.1 ms

  





  

    		2022-10-19 20:22:04.86115

    		0.7 ms

  





  

    		2022-10-19 21:22:06.360257

    		-1.1 ms

  





  

    		2022-10-19 22:22:08.751241

    		-0.7 ms

  





  

    		2022-10-19 23:22:10.657073

    		-1.1 ms

  





  

    		2022-10-20 00:22:12.410275

    		-2.7 ms

  





  

    		2022-10-20 01:22:13.999376

    		-0.1 ms

  





  

    		2022-10-20 02:22:15.627631

    		-0.4 ms

  





  

    		2022-10-20 03:22:17.49015

    		0.8 ms

  





  

    		2022-10-20 04:22:19.154536

    		0.9 ms

  





  

    		2022-10-20 05:22:20.903215

    		-0.3 ms

  





  

    		2022-10-20 06:22:23.348143

    		-0.5 ms

  





  

    		2022-10-20 07:22:24.850796

    		-0.8 ms

  





  

    		2022-10-20 08:22:26.315842

    		1.5 ms

  





  

    		2022-10-20 09:22:29.256828

    		-0.1 ms

  





  

    		2022-10-20 10:22:32.293057

    		-0.5 ms

  





  

    		2022-10-20 11:22:33.947982

    		1.8 ms

  





  

    		2022-10-20 12:22:35.71672

    		0.8 ms

  





  

    		2022-10-20 13:22:37.62827

    		0.9 ms

  





  

    		2022-10-20 14:22:39.162625

    		1.6 ms

  





  

    		2022-10-20 15:22:42.589351

    		0.2 ms

  





  

    		2022-10-20 16:22:44.233008

    		-1.0 ms

  





  

    		2022-10-20 17:22:45.677311

    		1.1 ms

  





  

    		2022-10-20 18:22:47.468515

    		-1.5 ms

  





  

    		2022-10-20 19:22:48.875884

    		-1.4 ms

  





  

    		2022-10-20 20:22:50.587494

    		1.0 ms

  





  

    		2022-10-20 21:22:52.149968

    		-2.1 ms

  





  

    		2022-10-20 22:22:54.035098

    		-0.3 ms

  





  

    		2022-10-20 23:22:56.686823

    		0.1 ms

  





  

    		2022-10-21 00:22:58.269675

    		0.8 ms

  





  

    		2022-10-21 01:22:59.773756

    		0.8 ms

  





  

    		2022-10-21 02:23:01.304136

    		1.4 ms

  





  

    		2022-10-21 03:23:02.92697

    		1.1 ms

  





  

    		2022-10-21 04:23:04.564509

    		-0.2 ms

  





  

    		2022-10-21 05:23:06.317989

    		-1.2 ms

  





  

    		2022-10-21 06:23:08.47216

    		0.3 ms

  





  

    		2022-10-21 07:23:10.373591

    		3.5 ms

  





  

    		2022-10-21 08:23:12.21824

    		1.5 ms

  





  

    		2022-10-21 09:23:13.891353

    		0.0 ms

  





  

    		2022-10-21 10:23:16.072133

    		1.6 ms

  





  

    		2022-10-21 11:23:17.937454

    		0.9 ms

  





  

    		2022-10-21 12:23:19.530455

    		0.0 ms

  





  

    		2022-10-21 13:23:21.546169

    		0.5 ms

  





  

    		2022-10-21 14:23:23.432728

    		0.5 ms

  





  

    		2022-10-21 15:23:25.306407

    		0.9 ms

  





  

    		2022-10-21 16:23:26.8056

    		-0.4 ms

  





  

    		2022-10-21 17:23:28.364024

    		0.8 ms

  





  

    		2022-10-21 18:23:29.83597

    		-0.1 ms

  





  

    		2022-10-21 19:23:31.305771

    		-0.8 ms

  





  

    		2022-10-21 20:23:33.357516

    		0.2 ms

  





  

    		2022-10-21 21:23:35.310416

    		-1.1 ms

  





  

    		2022-10-21 22:23:37.390049

    		0.3 ms

  





  

    		2022-10-21 23:23:39.147625

    		-0.6 ms

  





  

    		2022-10-22 00:23:41.148763

    		-2.5 ms

  





  

    		2022-10-22 01:23:43.075805

    		0.1 ms

  





  

    		2022-10-22 02:23:44.911446

    		0.0 ms

  





  

    		2022-10-22 03:23:47.079261

    		-3.8 ms

  





  

    		2022-10-22 04:23:48.592713

    		-3.7 ms

  





  

    		2022-10-22 05:23:50.40073

    		-2.1 ms

  





  

    		2022-10-22 06:23:51.942345

    		-3.6 ms

  





  

    		2022-10-22 07:23:54.726376

    		2.1 ms

  





  

    		2022-10-22 08:23:56.603232

    		3.1 ms

  





  

    		2022-10-22 09:23:58.127462

    		3.3 ms

  





  

    		2022-10-22 10:23:59.609369

    		2.0 ms

  





  

    		2022-10-22 11:24:01.113499

    		0.5 ms

  





  

    		2022-10-22 12:24:03.481683

    		0.8 ms

  





  

    		2022-10-22 13:24:05.584235

    		0.1 ms

  





  

    		2022-10-22 14:24:07.345472

    		0.7 ms

  





  

    		2022-10-22 15:24:08.71675

    		1.1 ms

  





  

    		2022-10-22 16:24:10.609504

    		0.1 ms

  





  

    		2022-10-22 17:24:12.495322

    		1.0 ms

  





  

    		2022-10-22 18:24:14.759022

    		-1.6 ms

  





  

    		2022-10-22 19:24:16.244861

    		0.8 ms

  





  

    		2022-10-22 20:24:17.725726

    		-0.3 ms

  





  

    		2022-10-22 21:24:19.2874

    		-0.8 ms

  





  

    		2022-10-22 22:24:21.282444

    		-2.1 ms

  





  

    		2022-10-22 23:24:23.27559

    		0.2 ms

  





  

    		2022-10-23 00:24:24.776295

    		-0.1 ms

  





  

    		2022-10-23 01:24:26.496917

    		0.9 ms

  





  

    		2022-10-23 02:24:28.137689

    		0.3 ms

  





  

    		2022-10-23 03:24:29.702761

    		0.0 ms

  





  

    		2022-10-23 04:24:31.07212

    		-0.3 ms

  





  

    		2022-10-23 05:24:32.632894

    		0.5 ms

  





  

    		2022-10-23 06:24:34.300541

    		-0.5 ms

  





  

    		2022-10-23 07:24:37.253021

    		-0.3 ms

  





  

    		2022-10-23 08:24:38.814032

    		1.0 ms

  





  

    		2022-10-23 09:24:40.863378

    		19.1 ms

  





  

    		2022-10-23 10:24:42.430717

    		0.2 ms

  





  

    		2022-10-23 11:24:44.062762

    		-1.8 ms

  





  

    		2022-10-23 12:24:46.004968

    		3.0 ms

  





  

    		2022-10-23 13:24:47.862173

    		0.0 ms

  





  

    		2022-10-23 14:24:50.264001

    		-0.1 ms

  





  

    		2022-10-23 15:24:52.173743

    		0.1 ms

  





  

    		2022-10-23 16:24:53.65198

    		0.6 ms

  





  

    		2022-10-23 17:24:56.04593

    		-2.0 ms

  





  

    		2022-10-23 18:24:57.70162

    		0.0 ms

  





  

    		2022-10-23 19:24:59.209603

    		-1.0 ms

  





  

    		2022-10-23 20:25:00.977446

    		-0.7 ms

  





  

    		2022-10-23 21:25:02.785772

    		-1.3 ms

  





  

    		2022-10-23 22:25:04.470867

    		-0.7 ms

  





  

    		2022-10-23 23:25:06.505635

    		-1.2 ms

  





  

    		2022-10-24 00:25:08.093841

    		0.0 ms

  





  

    		2022-10-24 01:25:10.065301

    		-0.6 ms

  





  

    		2022-10-24 02:25:11.552742

    		1.1 ms

  





  

    		2022-10-24 03:25:13.525833

    		0.4 ms

  





  

    		2022-10-24 04:25:15.078095

    		-1.0 ms

  





  

    		2022-10-24 05:25:17.234674

    		-0.5 ms

  





  

    		2022-10-24 06:25:18.692294

    		-0.2 ms

  





  

    		2022-10-24 07:25:20.722139

    		-0.7 ms

  





  

    		2022-10-24 08:25:22.207519

    		-2.1 ms

  





  

    		2022-10-24 09:25:23.746185

    		0.2 ms

  





  

    		2022-10-24 10:25:25.35373

    		-0.7 ms

  





  

    		2022-10-24 11:25:27.611275

    		0.2 ms

  





  

    		2022-10-24 12:25:29.367698

    		1.4 ms

  





  

    		2022-10-24 13:25:31.12521

    		0.5 ms

  





  

    		2022-10-24 14:25:32.983319

    		1.2 ms

  





  

    		2022-10-24 15:25:35.331887

    		0.5 ms

  





  

    		2022-10-24 16:25:37.443588

    		-1.7 ms

  





  

    		2022-10-24 17:25:39.316296

    		-1.1 ms

  





  

    		2022-10-24 18:25:41.620477

    		-2.6 ms

  





  

    		2022-10-24 19:25:43.495595

    		-0.1 ms

  





  

    		2022-10-24 20:25:45.27491

    		-1.5 ms

  





  

    		2022-10-24 21:25:46.703865

    		0.0 ms

  





  

    		2022-10-24 22:25:48.254448

    		-1.5 ms

  





  

    		2022-10-24 23:25:50.206174

    		-1.1 ms

  





  

    		2022-10-25 00:25:53.149787

    		-0.7 ms

  





  

    		2022-10-25 01:25:54.762356

    		0.2 ms

  





  

    		2022-10-25 02:25:56.515266

    		-0.9 ms

  





  

    		2022-10-25 03:25:58.076353

    		-0.1 ms

  





  

    		2022-10-25 04:25:59.812446

    		-1.0 ms

  





  

    		2022-10-25 05:26:01.269318

    		-0.1 ms

  





  

    		2022-10-25 06:26:03.018748

    		1.1 ms

  





  

    		2022-10-25 07:26:04.694216

    		0.2 ms

  





  

    		2022-10-25 08:26:06.156443

    		1.5 ms

  





  

    		2022-10-25 09:26:07.81689

    		1.3 ms

  





  

    		2022-10-25 10:26:09.569419

    		2.1 ms

  





  

    		2022-10-25 11:26:12.146671

    		0.0 ms

  





  

    		2022-10-25 12:26:15.299919

    		2.4 ms

  





  

    		2022-10-25 13:26:17.975777

    		1.0 ms

  





  

    		2022-10-25 14:26:20.708212

    		0.7 ms

  





  

    		2022-10-25 15:26:22.983469

    		0.0 ms

  





  

    		2022-10-25 16:26:24.355169

    		0.2 ms

  





  

    		2022-10-25 17:26:26.00603

    		-1.8 ms

  





  

    		2022-10-25 18:26:27.527692

    		0.5 ms

  





  

    		2022-10-25 19:26:29.024054

    		-0.7 ms

  





  

    		2022-10-25 20:26:30.503269

    		0.5 ms

  





  

    		2022-10-25 21:26:32.231237

    		0.2 ms

  





  

    		2022-10-25 22:26:33.802192

    		0.6 ms

  





  

    		2022-10-25 23:26:35.828857

    		-1.7 ms

  





  

    		2022-10-26 00:26:37.404191

    		-5.0 ms

  





  

    		2022-10-26 01:26:39.395538

    		-3.4 ms

  





  

    		2022-10-26 02:26:42.009213

    		-0.3 ms

  





  

    		2022-10-26 03:26:43.56694

    		2.4 ms

  





  

    		2022-10-26 04:26:45.283484

    		2.6 ms

  





  

    		2022-10-26 05:26:46.886482

    		1.9 ms

  





  

    		2022-10-26 06:26:49.046834

    		2.2 ms

  





  

    		2022-10-26 07:26:50.604527

    		-0.7 ms

  





  

    		2022-10-26 08:26:53.573234

    		-1.2 ms

  





  

    		2022-10-26 09:26:56.243895

    		-1.6 ms

  





  

    		2022-10-26 10:26:59.035834

    		-1.6 ms

  





  

    		2022-10-26 11:27:02.15783

    		-2.1 ms

  





  

    		2022-10-26 12:27:05.039944

    		-1.6 ms

  





  

    		2022-10-26 13:27:07.595419

    		0.9 ms

  





  

    		2022-10-26 14:27:09.073299

    		0.1 ms

  





  

    		2022-10-26 15:27:10.607066

    		-0.7 ms

  





  

    		2022-10-26 16:27:12.911856

    		-0.8 ms

  





  

    		2022-10-26 17:27:14.47122

    		-0.9 ms

  





  

    		2022-10-26 18:27:15.870387

    		-1.6 ms

  





  

    		2022-10-26 19:27:17.995245

    		-1.8 ms

  





  

    		2022-10-26 20:27:19.396011

    		-1.3 ms

  





  

    		2022-10-26 21:27:20.77283

    		0.1 ms

  





  

    		2022-10-26 22:27:22.764758

    		-0.9 ms

  





  

    		2022-10-26 23:27:24.172313

    		-0.1 ms

  





  

    		2022-10-27 00:27:26.244209

    		-0.5 ms

  





  

    		2022-10-27 01:27:27.983485

    		0.0 ms

  





  

    		2022-10-27 02:27:30.419798

    		0.4 ms

  





  

    		2022-10-27 03:27:32.196671

    		-0.3 ms

  





  

    		2022-10-27 04:27:34.328298

    		-0.1 ms

  





  

    		2022-10-27 05:27:35.908711

    		-0.5 ms

  





  

    		2022-10-27 06:27:38.324301

    		-0.2 ms

  





  

    		2022-10-27 07:27:39.736571

    		0.9 ms

  





  

    		2022-10-27 08:27:41.193401

    		1.6 ms

  





  

    		2022-10-27 09:27:43.195028

    		1.5 ms

  





  

    		2022-10-27 10:27:44.87281

    		1.7 ms

  





  

    		2022-10-27 11:27:46.461297

    		0.3 ms

  





  

    		2022-10-27 12:27:48.252885

    		-1.4 ms

  





  

    		2022-10-27 13:27:50.317919

    		0.6 ms

  





  

    		2022-10-27 14:27:51.968173

    		-0.6 ms

  





  

    		2022-10-27 15:27:53.757181

    		-1.0 ms

  





  

    		2022-10-27 16:27:55.155257

    		-1.2 ms

  





  

    		2022-10-27 17:27:57.693616

    		-1.3 ms

  





  

    		2022-10-27 18:27:59.105299

    		-2.8 ms

  





  

    		2022-10-27 19:28:00.951926

    		1.8 ms

  





  

    		2022-10-27 20:28:03.307379

    		3.8 ms

  





  

    		2022-10-27 21:28:05.495943

    		3.7 ms

  





  

    		2022-10-27 22:28:07.213574

    		0.4 ms

  





  

    		2022-10-27 23:28:08.597826

    		-0.1 ms

  





  

    		2022-10-28 00:28:10.152647

    		0.7 ms

  





  

    		2022-10-28 01:28:12.123727

    		1.2 ms

  





  

    		2022-10-28 02:28:14.613319

    		0.8 ms

  





  

    		2022-10-28 03:28:16.96375

    		-0.3 ms

  





  

    		2022-10-28 04:28:18.504415

    		-1.1 ms

  





  

    		2022-10-28 05:28:20.199861

    		-2.2 ms

  





  

    		2022-10-28 06:28:22.030244

    		-0.4 ms

  





  

    		2022-10-28 07:28:23.483208

    		-2.2 ms

  





  

    		2022-10-28 08:28:25.562815

    		-1.5 ms

  





  

    		2022-10-28 09:28:28.111798

    		-0.1 ms

  





  

    		2022-10-28 10:28:29.709253

    		0.9 ms

  





  

    		2022-10-28 11:28:31.475039

    		-0.5 ms

  





  

    		2022-10-28 12:28:33.094229

    		-0.6 ms

  





  

    		2022-10-28 13:28:34.803773

    		-0.4 ms

  





  

    		2022-10-28 14:28:36.373568

    		-0.8 ms

  





  

    		2022-10-28 15:28:38.838643

    		1.3 ms

  





  

    		2022-10-28 16:28:40.187384

    		-0.5 ms

  





  

    		2022-10-28 17:28:42.453399

    		0.6 ms

  





  

    		2022-10-28 18:28:44.985643

    		-0.6 ms

  





  

    		2022-10-28 19:28:46.390165

    		0.6 ms

  





  

    		2022-10-28 20:28:48.008814

    		-0.7 ms

  





  

    		2022-10-28 21:28:49.573246

    		-0.9 ms

  





  

    		2022-10-28 22:28:51.756359

    		-0.6 ms

  





  

    		2022-10-28 23:28:53.37179

    		-0.6 ms

  





  

    		2022-10-29 00:28:54.777907

    		-1.0 ms

  





  

    		2022-10-29 01:28:56.661067

    		0.0 ms

  





  

    		2022-10-29 02:28:58.857634

    		0.6 ms

  





  

    		2022-10-29 03:29:00.378165

    		0.4 ms

  





  

    		2022-10-29 04:29:03.358807

    		1.1 ms

  





  

    		2022-10-29 05:29:06.222113

    		0.4 ms

  





  

    		2022-10-29 06:29:08.334885

    		1.0 ms

  





  

    		2022-10-29 07:29:10.077467

    		0.6 ms

  





  

    		2022-10-29 08:29:11.684409

    		-0.9 ms

  





  

    		2022-10-29 09:29:13.132917

    		-0.4 ms

  





  

    		2022-10-29 10:29:14.669407

    		-1.3 ms

  





  

    		2022-10-29 11:29:16.120585

    		1.0 ms

  





  

    		2022-10-29 12:29:17.900222

    		-1.0 ms

  





  

    		2022-10-29 13:29:19.419787

    		1.0 ms

  





  

    		2022-10-29 14:29:21.561644

    		0.7 ms

  





  

    		2022-10-29 15:29:23.65194

    		0.2 ms

  





  

    		2022-10-29 16:29:25.051178

    		-1.0 ms

  





  

    		2022-10-29 17:29:27.107923

    		-2.1 ms

  





  

    		2022-10-29 18:29:28.982784

    		-3.0 ms

  





  

    		2022-10-29 19:29:31.163865

    		-2.2 ms

  





  

    		2022-10-29 20:29:33.062389

    		-1.6 ms

  





  

    		2022-10-29 21:29:34.450592

    		0.2 ms

  





  

    		2022-10-29 22:29:37.042532

    		0.1 ms

  





  

    		2022-10-29 23:29:38.966302

    		-0.1 ms

  





  

    		2022-10-30 00:29:40.447283

    		-0.7 ms

  





  

    		2022-10-30 01:29:42.157629

    		0.4 ms

  





  

    		2022-10-30 02:29:43.633348

    		-1.8 ms

  





  

    		2022-10-30 03:29:45.01571

    		0.1 ms

  





  

    		2022-10-30 04:29:47.184672

    		0.5 ms

  





  

    		2022-10-30 05:29:48.838862

    		-0.1 ms

  





  

    		2022-10-30 06:29:51.289524

    		-0.1 ms

  





  

    		2022-10-30 07:29:53.254099

    		1.0 ms

  





  

    		2022-10-30 08:29:55.465533

    		0.1 ms

  





  

    		2022-10-30 09:29:57.101516

    		1.1 ms

  





  

    		2022-10-30 10:29:58.554156

    		0.4 ms

  





  

    		2022-10-30 11:30:00.452807

    		-0.7 ms

  





  

    		2022-10-30 12:30:01.935668

    		-0.3 ms

  





  

    		2022-10-30 13:30:03.374647

    		0.1 ms

  





  

    		2022-10-30 14:30:05.166407

    		-1.2 ms

  





  

    		2022-10-30 15:30:07.738588

    		0.7 ms

  





  

    		2022-10-30 16:30:09.991824

    		-0.1 ms

  





  

    		2022-10-30 17:30:11.70252

    		-0.5 ms

  





  

    		2022-10-30 18:30:13.7099

    		-0.6 ms

  





  

    		2022-10-30 19:30:15.23121

    		-1.1 ms

  





  

    		2022-10-30 20:30:17.290935

    		-0.9 ms

  





  

    		2022-10-30 21:30:19.016483

    		-0.4 ms

  





  

    		2022-10-30 22:30:21.228814

    		-0.7 ms

  





  

    		2022-10-30 23:30:23.032591

    		0.8 ms

  





  

    		2022-10-31 00:30:24.791004

    		1.9 ms

  





  

    		2022-10-31 01:30:26.810958

    		0.6 ms

  





  

    		2022-10-31 02:30:28.4915

    		-0.4 ms

  





  

    		2022-10-31 03:30:30.04658

    		-0.7 ms

  





  

    		2022-10-31 04:30:31.541701

    		-1.0 ms

  





  

    		2022-10-31 05:30:33.064808

    		0.4 ms

  





  

    		2022-10-31 06:30:34.824729

    		0.5 ms

  





  

    		2022-10-31 07:30:36.512166

    		0.7 ms

  





  

    		2022-10-31 08:30:38.932994

    		1.5 ms

  





  

    		2022-10-31 09:30:40.948424

    		0.4 ms

  





  

    		2022-10-31 10:30:42.705153

    		1.0 ms

  





  

    		2022-10-31 11:30:44.107571

    		0.0 ms

  





  

    		2022-10-31 12:30:45.73918

    		1.5 ms

  





  

    		2022-10-31 13:30:47.440221

    		0.4 ms

  





  

    		2022-10-31 14:30:49.579966

    		-0.4 ms

  





  

    		2022-10-31 15:30:51.532327

    		-2.2 ms

  





  

    		2022-10-31 16:30:52.860161

    		-1.5 ms

  





  

    		2022-10-31 17:30:54.268496

    		0.7 ms

  





  

    		2022-10-31 18:30:55.68839

    		0.5 ms

  





  

    		2022-10-31 19:30:57.588605

    		0.8 ms

  





  

    		2022-10-31 20:30:59.217087

    		-0.8 ms

  





  

    		2022-10-31 21:31:00.741129

    		0.6 ms

  





  

    		2022-10-31 22:31:02.342971

    		-3.5 ms

  





  

    		2022-10-31 23:31:04.208333

    		-1.0 ms

  





  

    		2022-11-01 00:31:05.665744

    		0.8 ms

  





  

    		2022-11-01 01:31:07.342544

    		-0.9 ms

  





  

    		2022-11-01 02:31:09.123545

    		-2.7 ms

  





  

    		2022-11-01 03:31:11.501515

    		-0.7 ms

  





  

    		2022-11-01 04:31:13.84051

    		0.2 ms

  





  

    		2022-11-01 05:31:15.300565

    		1.1 ms

  





  

    		2022-11-01 06:31:17.325737

    		1.2 ms

  





  

    		2022-11-01 07:31:18.815872

    		1.0 ms

  





  

    		2022-11-01 08:31:20.240292

    		1.2 ms

  





  

    		2022-11-01 09:31:21.662503

    		-2.6 ms

  





  

    		2022-11-01 10:31:23.46096

    		-1.5 ms

  





  

    		2022-11-01 11:31:25.916388

    		0.1 ms

  





  

    		2022-11-01 12:31:27.879142

    		0.0 ms

  





  

    		2022-11-01 13:31:29.346883

    		1.4 ms

  





  

    		2022-11-01 14:31:31.041974

    		1.0 ms

  





  

    		2022-11-01 15:31:32.57037

    		0.0 ms

  





  

    		2022-11-01 16:31:34.746908

    		2.2 ms

  





  

    		2022-11-01 17:31:36.16091

    		-0.6 ms

  





  

    		2022-11-01 18:31:37.765257

    		-0.9 ms

  





  

    		2022-11-01 19:31:39.287111

    		-0.3 ms

  





  

    		2022-11-01 20:31:40.706342

    		2.4 ms

  





  

    		2022-11-01 21:31:43.440767

    		-0.2 ms

  





  

    		2022-11-01 22:31:45.127792

    		-0.8 ms

  





  

    		2022-11-01 23:31:47.801392

    		-0.4 ms

  





  

    		2022-11-02 00:31:49.293316

    		-0.3 ms

  





  

    		2022-11-02 01:31:51.15915

    		-0.6 ms

  





  

    		2022-11-02 02:31:52.729849

    		-2.5 ms

  





  

    		2022-11-02 03:31:54.539306

    		-2.0 ms

  





  

    		2022-11-02 04:31:56.291387

    		-0.8 ms

  





  

    		2022-11-02 05:31:59.701113

    		-0.7 ms

  





  

    		2022-11-02 06:32:02.126598

    		1.4 ms

  





  

    		2022-11-02 07:32:03.935446

    		1.6 ms

  





  

    		2022-11-02 08:32:06.171342

    		1.6 ms

  





  

    		2022-11-02 09:32:07.652495

    		0.1 ms

  





  

    		2022-11-02 10:32:09.757756

    		1.2 ms

  





  

    		2022-11-02 11:32:11.158386

    		0.9 ms

  





  

    		2022-11-02 12:32:12.656519

    		0.3 ms

  





  

    		2022-11-02 13:32:14.601729

    		0.4 ms

  





  

    		2022-11-02 14:32:16.326158

    		0.7 ms

  





  

    		2022-11-02 15:32:17.942142

    		-1.1 ms

  





  

    		2022-11-02 16:32:19.365036

    		0.0 ms

  





  

    		2022-11-02 17:32:21.025425

    		-0.2 ms

  





  

    		2022-11-02 18:32:22.707893

    		-1.4 ms

  





  

    		2022-11-02 19:32:24.404891

    		-1.0 ms

  





  

    		2022-11-02 20:32:26.005706

    		-1.8 ms

  





  

    		2022-11-02 21:32:27.697711

    		1.1 ms

  





  

    		2022-11-02 22:32:29.733321

    		1.1 ms

  





  

    		2022-11-02 23:32:31.575651

    		-5.0 ms

  





  

    		2022-11-03 00:32:32.972561

    		-0.2 ms

  





  

    		2022-11-03 01:32:34.449983

    		3.6 ms

  





  

    		2022-11-03 02:32:36.037473

    		0.0 ms

  





  

    		2022-11-03 03:32:37.57796

    		-0.2 ms

  





  

    		2022-11-03 04:32:40.060705

    		-1.3 ms

  





  

    		2022-11-03 05:32:42.059527

    		-1.9 ms

  





  

    		2022-11-03 06:32:43.948709

    		-1.2 ms

  





  

    		2022-11-03 07:32:45.999321

    		-0.6 ms

  





  

    		2022-11-03 08:32:47.605109

    		-0.4 ms

  





  

    		2022-11-03 09:32:49.197782

    		-0.2 ms

  





  

    		2022-11-03 10:32:50.751199

    		-0.3 ms

  





  

    		2022-11-03 11:32:52.70726

    		-0.4 ms

  





  

    		2022-11-03 12:32:54.336895

    		-0.3 ms

  





  

    		2022-11-03 13:32:55.87101

    		0.4 ms

  





  

    		2022-11-03 14:32:57.39737

    		1.8 ms

  





  

    		2022-11-03 15:32:59.5769

    		1.0 ms

  





  

    		2022-11-03 16:33:02.77954

    		0.2 ms

  





  

    		2022-11-03 17:33:05.552167

    		-0.2 ms

  





  

    		2022-11-03 18:33:07.184311

    		-0.8 ms

  





  

    		2022-11-03 19:33:09.893295

    		-2.6 ms

  





  

    		2022-11-03 20:33:11.758044

    		0.7 ms

  





  

    		2022-11-03 21:33:13.556308

    		-0.6 ms

  





  

    		2022-11-03 22:33:15.275426

    		0.0 ms

  





  

    		2022-11-03 23:33:16.740889

    		0.6 ms

  





  

    		2022-11-04 00:33:18.515249

    		-0.9 ms

  





  

    		2022-11-04 01:33:19.979669

    		0.1 ms

  





  

    		2022-11-04 02:33:22.282911

    		-0.5 ms

  





  

    		2022-11-04 03:33:24.043711

    		-0.3 ms

  





  

    		2022-11-04 04:33:26.426605

    		0.4 ms

  





  

    		2022-11-04 05:33:28.001427

    		1.8 ms

  





  

    		2022-11-04 06:33:29.613133

    		3.0 ms

  





  

    		2022-11-04 07:33:31.523624

    		2.8 ms

  





  

    		2022-11-04 08:33:32.908473

    		1.7 ms

  





  

    		2022-11-04 09:33:34.462275

    		0.3 ms

  





  

    		2022-11-04 10:33:36.349773

    		-0.1 ms

  





  

    		2022-11-04 11:33:37.862407

    		-0.6 ms

  





  

    		2022-11-04 12:33:39.795813

    		-1.5 ms

  





  

    		2022-11-04 13:33:42.440625

    		-1.1 ms

  





  

    		2022-11-04 14:33:44.21933

    		0.2 ms

  





  

    		2022-11-04 15:33:45.911889

    		-1.5 ms

  





  

    		2022-11-04 16:33:47.826095

    		0.9 ms

  





  

    		2022-11-04 17:33:50.084005

    		0.1 ms

  





  

    		2022-11-04 18:33:51.785336

    		0.7 ms

  





  

    		2022-11-04 19:33:53.320067

    		-0.2 ms

  





  

    		2022-11-04 20:33:55.22194

    		1.0 ms

  





  

    		2022-11-04 21:33:56.838868

    		0.5 ms

  





  

    		2022-11-04 22:33:58.886781

    		0.1 ms

  





  

    		2022-11-04 23:34:00.329087

    		0.3 ms

  





  

    		2022-11-05 00:34:01.964419

    		-0.2 ms

  





  

    		2022-11-05 01:34:04.4337

    		0.6 ms

  





  

    		2022-11-05 02:34:06.065827

    		0.2 ms

  





  

    		2022-11-05 03:34:08.324943

    		-0.2 ms

  





  

    		2022-11-05 04:34:09.967149

    		0.7 ms

  





  

    		2022-11-05 05:34:11.597755

    		0.9 ms

  





  

    		2022-11-05 06:34:13.145541

    		0.4 ms

  





  

    		2022-11-05 07:34:15.88811

    		0.9 ms

  





  

    		2022-11-05 08:34:17.672964

    		1.6 ms

  





  

    		2022-11-05 09:34:19.178561

    		1.5 ms

  





  

    		2022-11-05 10:34:20.592707

    		0.1 ms

  





  

    		2022-11-05 11:34:22.803275

    		0.5 ms

  





  

    		2022-11-05 12:34:24.282489

    		0.8 ms

  





  

    		2022-11-05 13:34:25.846793

    		-0.5 ms

  





  

    		2022-11-05 14:34:27.741993

    		1.0 ms

  





  

    		2022-11-05 15:34:29.596671

    		0.9 ms

  





  

    		2022-11-05 16:34:31.266747

    		-0.2 ms

  





  

    		2022-11-05 17:34:33.743754

    		-1.1 ms

  





  

    		2022-11-05 18:34:35.218738

    		-1.2 ms

  





  

    		2022-11-05 19:34:36.949617

    		-0.9 ms

  





  

    		2022-11-05 20:34:38.446076

    		-0.8 ms

  





  

    		2022-11-05 21:34:40.714086

    		0.2 ms

  





  

    		2022-11-05 22:34:43.406323

    		0.3 ms

  





  

    		2022-11-05 23:34:44.933763

    		2.7 ms

  





  

    		2022-11-06 00:34:46.389355

    		1.3 ms

  





  

    		2022-11-06 01:34:48.173918

    		1.4 ms

  





  

    		2022-11-06 02:34:50.166003

    		-0.5 ms

  





  

    		2022-11-06 03:34:52.784956

    		1.3 ms

  





  

    		2022-11-06 04:34:54.903012

    		-0.4 ms

  





  

    		2022-11-06 05:34:56.879233

    		0.5 ms

  





  

    		2022-11-06 06:34:59.19416

    		0.0 ms

  





  

    		2022-11-06 07:35:00.916679

    		-0.3 ms

  





  

    		2022-11-06 08:35:03.021859

    		0.2 ms

  





  

    		2022-11-06 09:35:04.861411

    		-0.4 ms

  





  

    		2022-11-06 10:35:06.625844

    		0.7 ms

  





  

    		2022-11-06 11:35:08.333239

    		0.2 ms

  





  

    		2022-11-06 12:35:09.860073

    		2.1 ms

  





  

    		2022-11-06 13:35:11.563529

    		1.3 ms

  





  

    		2022-11-06 14:35:13.672671

    		-0.4 ms

  





  

    		2022-11-06 15:35:15.210348

    		0.1 ms

  





  

    		2022-11-06 16:35:17.193498

    		1.3 ms

  





  

    		2022-11-06 17:35:18.732526

    		-0.5 ms

  





  

    		2022-11-06 18:35:20.240824

    		0.7 ms

  





  

    		2022-11-06 19:35:21.957513

    		-0.3 ms

  





  

    		2022-11-06 20:35:24.551099

    		-1.7 ms

  





  

    		2022-11-06 21:35:26.195102

    		-0.3 ms

  





  

    		2022-11-06 22:35:28.121099

    		0.2 ms

  





  

    		2022-11-06 23:35:29.731171

    		-0.5 ms

  





  

    		2022-11-07 00:35:31.615963

    		0.0 ms

  





  

    		2022-11-07 01:35:33.344305

    		-0.6 ms

  





  

    		2022-11-07 02:35:34.803193

    		-0.6 ms

  





  

    		2022-11-07 03:35:36.453731

    		-0.8 ms

  





  

    		2022-11-07 04:35:38.369217

    		-0.1 ms

  





  

    		2022-11-07 05:35:40.013182

    		0.2 ms

  





  

    		2022-11-07 06:35:41.768716

    		0.5 ms

  





  

    		2022-11-07 07:35:43.955447

    		0.8 ms

  





  

    		2022-11-07 08:35:46.487085

    		-0.2 ms

  





  

    		2022-11-07 09:35:48.248322

    		-0.1 ms

  





  

    		2022-11-07 10:35:49.886873

    		-0.2 ms

  





  

    		2022-11-07 11:35:52.123651

    		-0.5 ms

  





  

    		2022-11-07 12:35:53.557641

    		-0.1 ms

  





  

    		2022-11-07 13:35:55.584863

    		0.0 ms

  





  

    		2022-11-07 14:35:57.117184

    		0.6 ms

  





  

    		2022-11-07 15:35:59.053283

    		0.2 ms

  





  

    		2022-11-07 16:36:00.898232

    		-1.1 ms

  





  

    		2022-11-07 17:36:03.336484

    		-0.2 ms

  





  

    		2022-11-07 18:36:05.367719

    		0.2 ms

  





  

    		2022-11-07 19:36:06.840393

    		-0.1 ms

  





  

    		2022-11-07 20:36:08.418733

    		-0.2 ms

  





  

    		2022-11-07 21:36:10.461089

    		0.2 ms

  





  

    		2022-11-07 22:36:12.13705

    		-2.8 ms

  





  

    		2022-11-07 23:36:14.180542

    		-1.6 ms

  





  

    		2022-11-08 00:36:16.272176

    		-0.8 ms

  





  

    		2022-11-08 01:36:17.767184

    		-1.2 ms

  





  

    		2022-11-08 02:36:19.745988

    		-1.1 ms

  





  

    		2022-11-08 03:36:21.390236

    		-0.2 ms

  





  

    		2022-11-08 04:36:23.523065

    		-1.2 ms

  





  

    		2022-11-08 05:36:26.199783

    		-0.2 ms

  





  

    		2022-11-08 06:36:27.709572

    		-1.5 ms

  





  

    		2022-11-08 07:36:30.422844

    		0.3 ms

  





  

    		2022-11-08 08:36:32.206842

    		0.5 ms

  





  

    		2022-11-08 09:36:34.312803

    		0.8 ms

  





  

    		2022-11-08 10:36:35.887635

    		1.0 ms

  





  

    		2022-11-08 11:36:37.878747

    		0.2 ms

  





  

    		2022-11-08 12:36:39.348182

    		-0.1 ms

  





  

    		2022-11-08 13:36:41.467893

    		-0.8 ms

  





  

    		2022-11-08 14:36:43.058418

    		-0.7 ms

  





  

    		2022-11-08 15:36:45.392613

    		-1.2 ms

  





  

    		2022-11-08 16:36:46.908997

    		-1.6 ms

  





  

    		2022-11-08 17:36:48.569424

    		-0.3 ms

  





  

    		2022-11-08 18:36:50.250735

    		1.3 ms

  





  

    		2022-11-08 19:36:52.676291

    		1.2 ms

  





  

    		2022-11-08 20:36:54.713329

    		0.7 ms

  





  

    		2022-11-08 21:36:56.760853

    		-0.1 ms

  





  

    		2022-11-08 22:36:58.500385

    		-1.3 ms

  





  

    		2022-11-08 23:37:00.792107

    		-1.3 ms

  





  

    		2022-11-09 00:37:02.547615

    		-1.1 ms

  





  

    		2022-11-09 01:37:04.572394

    		-3.1 ms

  





  

    		2022-11-09 02:37:05.952593

    		-1.5 ms

  





  

    		2022-11-09 03:37:07.648972

    		-1.8 ms

  





  

    		2022-11-09 04:37:09.153624

    		0.2 ms

  





  

    		2022-11-09 05:37:11.0475

    		0.8 ms

  





  

    		2022-11-09 06:37:12.921299

    		0.9 ms

  





  

    		2022-11-09 07:37:14.347075

    		1.3 ms

  





  

    		2022-11-09 08:37:16.751028

    		3.4 ms

  





  

    		2022-11-09 09:37:18.830149

    		1.0 ms

  





  

    		2022-11-09 10:37:20.487668

    		2.7 ms

  





  

    		2022-11-09 11:37:21.817643

    		1.3 ms

  





  

    		2022-11-09 12:37:23.534949

    		-0.1 ms

  





  

    		2022-11-09 13:37:25.010135

    		0.4 ms

  





  

    		2022-11-09 14:37:28.022293

    		0.4 ms

  





  

    		2022-11-09 15:37:30.136819

    		0.1 ms

  





  

    		2022-11-09 16:37:31.841346

    		0.4 ms

  





  

    		2022-11-09 17:37:33.474166

    		-1.8 ms

  





  

    		2022-11-09 18:37:35.729045

    		-0.5 ms

  





  

    		2022-11-09 19:37:37.131676

    		-0.4 ms

  





  

    		2022-11-09 20:37:39.055712

    		0.5 ms

  





  

    		2022-11-09 21:37:41.670078

    		0.4 ms

  





  

    		2022-11-09 22:37:43.236782

    		1.3 ms

  





  

    		2022-11-09 23:37:44.849817

    		-0.2 ms

  





  

    		2022-11-10 00:37:46.242513

    		0.6 ms

  





  

    		2022-11-10 01:37:47.721672

    		0.2 ms

  





  

    		2022-11-10 02:37:49.566391

    		-0.8 ms

  





  

    		2022-11-10 03:37:51.164269

    		-0.7 ms

  





  

    		2022-11-10 04:37:52.610073

    		-0.2 ms

  





  

    		2022-11-10 05:37:54.17744

    		1.1 ms

  





  

    		2022-11-10 06:37:55.542904

    		2.6 ms

  





  

    		2022-11-10 07:37:57.555431

    		1.1 ms

  





  

    		2022-11-10 08:37:59.242651

    		0.1 ms

  





  

    		2022-11-10 09:38:02.258431

    		1.7 ms

  





  

    		2022-11-10 10:38:03.782867

    		0.2 ms

  





  

    		2022-11-10 11:38:05.977961

    		-1.4 ms

  





  

    		2022-11-10 12:38:07.833049

    		-0.1 ms

  





  

    		2022-11-10 13:38:09.424324

    		0.0 ms

  





  

    		2022-11-10 14:38:10.962673

    		0.3 ms

  





  

    		2022-11-10 15:38:13.219068

    		0.4 ms

  





  

    		2022-11-10 16:38:15.422134

    		0.3 ms

  





  

    		2022-11-10 17:38:17.658156

    		0.9 ms

  





  

    		2022-11-10 18:38:20.304955

    		1.7 ms

  





  

    		2022-11-10 19:38:22.161351

    		-4.8 ms

  





  

    		2022-11-10 20:38:23.98533

    		-0.1 ms

  





  

    		2022-11-10 21:38:25.59456

    		-3.0 ms

  





  

    		2022-11-10 22:38:26.984598

    		-1.2 ms

  





  

    		2022-11-10 23:38:29.244038

    		1.9 ms

  





  

    		2022-11-11 00:38:30.908894

    		2.4 ms

  





  

    		2022-11-11 01:38:32.576997

    		1.3 ms

  





  

    		2022-11-11 02:38:34.100801

    		2.2 ms

  





  

    		2022-11-11 03:38:36.258143

    		0.7 ms

  





  

    		2022-11-11 04:38:38.124704

    		-0.3 ms

  





  

    		2022-11-11 05:38:39.656795

    		0.2 ms

  





  

    		2022-11-11 06:38:41.250888

    		-0.1 ms

  





  

    		2022-11-11 07:38:44.415736

    		-0.2 ms

  





  

    		2022-11-11 08:38:45.76067

    		0.4 ms

  





  

    		2022-11-11 09:38:47.570259

    		-1.2 ms

  





  

    		2022-11-11 10:38:48.928157

    		-0.5 ms

  





  

    		2022-11-11 11:38:50.403191

    		0.4 ms

  





  

    		2022-11-11 12:38:51.930778

    		1.2 ms

  





  

    		2022-11-11 13:38:54.37279

    		0.9 ms

  





  

    		2022-11-11 14:38:56.623127

    		1.1 ms

  





  

    		2022-11-11 15:38:58.388842

    		-0.4 ms

  





  

    		2022-11-11 16:39:00.537838

    		0.9 ms

  





  

    		2022-11-11 17:39:02.07832

    		-0.8 ms

  





  

    		2022-11-11 18:39:04.671479

    		-1.2 ms

  





  

    		2022-11-11 19:39:06.861259

    		-0.3 ms

  





  

    		2022-11-11 20:39:08.679163

    		-1.0 ms

  





  

    		2022-11-11 21:39:10.644958

    		-1.1 ms

  





  

    		2022-11-11 22:39:13.33716

    		-3.5 ms

  





  

    		2022-11-11 23:39:14.740411

    		1.0 ms

  





  

    		2022-11-12 00:39:16.386878

    		0.2 ms

  





  

    		2022-11-12 01:39:17.882794

    		0.7 ms

  





  

    		2022-11-12 02:39:19.526731

    		0.6 ms

  





  

    		2022-11-12 03:39:21.330133

    		0.4 ms

  





  

    		2022-11-12 04:39:23.819136

    		0.4 ms

  





  

    		2022-11-12 05:39:26.539203

    		1.0 ms

  





  

    		2022-11-12 06:39:28.982718

    		1.7 ms

  





  

    		2022-11-12 07:39:30.731655

    		1.4 ms

  





  

    		2022-11-12 08:39:32.360547

    		1.1 ms

  





  

    		2022-11-12 09:39:34.792407

    		-1.4 ms

  





  

    		2022-11-12 10:39:36.175638

    		-0.3 ms

  





  

    		2022-11-12 11:39:37.84913

    		-1.3 ms

  





  

    		2022-11-12 12:39:39.948143

    		-0.9 ms

  





  

    		2022-11-12 13:39:42.040856

    		0.3 ms

  





  

    		2022-11-12 14:39:43.823699

    		2.4 ms

  





  

    		2022-11-12 15:39:45.317429

    		0.6 ms

  





  

    		2022-11-12 16:39:47.133321

    		1.3 ms

  





  

    		2022-11-12 17:39:48.888504

    		-1.1 ms

  





  

    		2022-11-12 18:39:50.644347

    		-0.4 ms

  





  

    		2022-11-12 19:39:52.178735

    		-1.0 ms

  





  

    		2022-11-12 20:39:54.218207

    		-0.7 ms

  





  

    		2022-11-12 21:39:55.714879

    		-0.9 ms

  





  

    		2022-11-12 22:39:57.26788

    		0.2 ms

  





  

    		2022-11-12 23:39:59.785881

    		-1.3 ms

  





  

    		2022-11-13 00:40:01.259496

    		0.2 ms

  





  

    		2022-11-13 01:40:04.021063

    		-1.0 ms

  





  

    		2022-11-13 02:40:05.59726

    		1.2 ms

  





  

    		2022-11-13 03:40:07.324107

    		0.3 ms

  





  

    		2022-11-13 04:40:08.769133

    		-0.5 ms

  





  

    		2022-11-13 05:40:10.632516

    		0.1 ms

  





  

    		2022-11-13 06:40:12.958794

    		1.0 ms

  





  

    		2022-11-13 07:40:15.104485

    		0.7 ms

  





  

    		2022-11-13 08:40:16.954735

    		0.5 ms

  





  

    		2022-11-13 09:40:18.561493

    		0.3 ms

  





  

    		2022-11-13 10:40:20.188404

    		-0.4 ms

  





  

    		2022-11-13 11:40:22.033096

    		-0.2 ms

  





  

    		2022-11-13 12:40:23.532484

    		-0.7 ms

  





  

    		2022-11-13 13:40:25.161061

    		-0.2 ms

  





  

    		2022-11-13 14:40:26.960535

    		0.1 ms

  





  

    		2022-11-13 15:40:29.095796

    		0.1 ms

  





  

    		2022-11-13 16:40:30.842788

    		-1.1 ms

  





  

    		2022-11-13 17:40:32.492797

    		-0.7 ms

  





  

    		2022-11-13 18:40:34.571315

    		-0.9 ms

  





  

    		2022-11-13 19:40:36.218392

    		1.0 ms

  





  

    		2022-11-13 20:40:37.643213

    		-0.3 ms

  





  

    		2022-11-13 21:40:39.985034

    		-0.6 ms

  





  

    		2022-11-13 22:40:41.859649

    		-0.1 ms

  





  

    		2022-11-13 23:40:43.28231

    		-2.9 ms

  





  

    		2022-11-14 00:40:46.229257

    		-1.8 ms

  





  

    		2022-11-14 01:40:48.997306

    		-2.2 ms

  





  

    		2022-11-14 02:40:51.326859

    		-0.9 ms

  





  

    		2022-11-14 03:40:52.76393

    		-1.6 ms

  





  

    		2022-11-14 04:40:54.505488

    		-1.4 ms

  





  

    		2022-11-14 05:40:57.793942

    		0.3 ms

  





  

    		2022-11-14 06:40:59.283555

    		2.4 ms

  





  

    		2022-11-14 07:41:01.129259

    		0.5 ms

  





  

    		2022-11-14 08:41:02.973475

    		0.1 ms

  





  

    		2022-11-14 09:41:04.877814

    		0.3 ms

  





  

    		2022-11-14 10:41:06.695571

    		0.3 ms

  





  

    		2022-11-14 11:41:08.620525

    		0.3 ms

  





  

    		2022-11-14 12:41:10.096373

    		-1.5 ms

  





  

    		2022-11-14 13:41:12.350685

    		-1.4 ms

  





  

    		2022-11-14 14:41:15.009908

    		-0.3 ms

  





  

    		2022-11-14 15:41:18.016722

    		0.7 ms

  





  

    		2022-11-14 16:41:19.484021

    		1.0 ms

  





  

    		2022-11-14 17:41:21.251916

    		0.3 ms

  





  

    		2022-11-14 18:41:23.46627

    		0.3 ms

  





  

    		2022-11-14 19:41:24.856819

    		1.3 ms

  





  

    		2022-11-14 20:41:26.622588

    		-0.1 ms

  





  

    		2022-11-14 21:41:29.800849

    		0.5 ms

  





  

    		2022-11-14 22:41:31.965122

    		0.6 ms

  





  

    		2022-11-14 23:41:33.654979

    		1.2 ms

  





  

    		2022-11-15 00:41:36.207735

    		0.7 ms

  





  

    		2022-11-15 01:41:37.935378

    		0.6 ms

  





  

    		2022-11-15 02:41:39.741453

    		0.7 ms

  





  

    		2022-11-15 03:41:41.317197

    		-1.4 ms

  





  

    		2022-11-15 04:41:43.382511

    		0.1 ms

  





  

    		2022-11-15 05:41:45.550925

    		-1.3 ms

  





  

    		2022-11-15 06:41:48.662946

    		-1.1 ms

  





  

    		2022-11-15 07:41:50.910803

    		-1.8 ms

  





  

    		2022-11-15 08:41:52.365458

    		0.4 ms

  





  

    		2022-11-15 09:41:53.99872

    		0.4 ms

  





  

    		2022-11-15 10:41:56.172904

    		0.7 ms

  





  

    		2022-11-15 11:41:57.703163

    		0.7 ms

  





  

    		2022-11-15 12:41:59.325064

    		0.6 ms

  





  

    		2022-11-15 13:42:01.450393

    		0.2 ms

  





  

    		2022-11-15 14:42:03.681397

    		0.2 ms

  





  

    		2022-11-15 15:42:05.350588

    		-0.8 ms

  





  

    		2022-11-15 16:42:07.521652

    		-0.2 ms

  





  

    		2022-11-15 17:42:09.033132

    		-0.6 ms

  





  

    		2022-11-15 18:42:10.867817

    		-0.2 ms

  





  

    		2022-11-15 19:42:13.370028

    		-1.0 ms

  





  

    		2022-11-15 20:42:15.235153

    		-6.1 ms

  





  

    		2022-11-15 21:42:17.096716

    		-5.2 ms

  





  

    		2022-11-15 22:42:19.581644

    		1.5 ms

  





  

    		2022-11-15 23:42:21.115103

    		-2.4 ms

  





  

    		2022-11-16 00:42:23.145211

    		1.9 ms

  





  

    		2022-11-16 01:42:24.945579

    		1.7 ms

  





  

    		2022-11-16 02:42:27.644034

    		0.3 ms

  





  

    		2022-11-16 03:42:31.205285

    		1.1 ms

  





  

    		2022-11-16 04:42:33.453522

    		0.2 ms

  





  

    		2022-11-16 05:42:35.200961

    		-0.3 ms

  





  

    		2022-11-16 06:42:37.390973

    		-0.5 ms

  





  

    		2022-11-16 07:42:39.337761

    		-0.6 ms

  





  

    		2022-11-16 08:42:41.855515

    		1.5 ms

  





  

    		2022-11-16 09:42:44.285383

    		0.0 ms

  





  

    		2022-11-16 10:42:46.566388

    		-0.1 ms

  





  

    		2022-11-16 11:42:48.976384

    		-0.1 ms

  





  

    		2022-11-16 12:42:50.859401

    		1.0 ms

  





  

    		2022-11-16 13:42:52.541992

    		-0.4 ms

  





  

    		2022-11-16 14:42:54.517796

    		-0.6 ms

  





  

    		2022-11-16 15:42:56.360728

    		0.5 ms

  





  

    		2022-11-16 16:42:58.100308

    		1.8 ms

  





  

    		2022-11-16 17:43:00.119449

    		-0.5 ms

  





  

    		2022-11-16 18:43:01.830841

    		0.3 ms

  





  

    		2022-11-16 19:43:04.595639

    		-0.3 ms

  





  

    		2022-11-16 20:43:06.266952

    		0.0 ms

  





  

    		2022-11-16 21:43:07.817529

    		0.6 ms

  





  

    		2022-11-16 22:43:09.875749

    		3.2 ms

  





  

    		2022-11-16 23:43:11.376618

    		0.6 ms

  





  

    		2022-11-17 00:43:13.245381

    		0.5 ms

  





  

    		2022-11-17 01:43:15.040268

    		1.2 ms

  





  

    		2022-11-17 02:43:16.883781

    		-0.1 ms

  





  

    		2022-11-17 03:43:18.786038

    		0.9 ms

  





  

    		2022-11-17 04:43:20.443719

    		0.7 ms

  





  

    		2022-11-17 05:43:22.532779

    		0.2 ms

  





  

    		2022-11-17 06:43:24.179168

    		0.6 ms

  





  

    		2022-11-17 07:43:26.448658

    		0.3 ms

  





  

    		2022-11-17 08:43:27.958285

    		0.0 ms

  





  

    		2022-11-17 09:43:30.171233

    		0.7 ms

  





  

    		2022-11-17 10:43:31.523623

    		0.6 ms

  





  

    		2022-11-17 11:43:33.057974

    		0.6 ms

  





  

    		2022-11-17 12:43:34.729821

    		0.4 ms

  





  

    		2022-11-17 13:43:36.794638

    		0.2 ms

  





  

    		2022-11-17 14:43:39.545473

    		0.3 ms

  





  

    		2022-11-17 15:43:41.695343

    		0.1 ms

  





  

    		2022-11-17 16:43:44.488215

    		0.0 ms

  





  

    		2022-11-17 17:43:45.869918

    		-0.1 ms

  





  

    		2022-11-17 18:43:47.536445

    		0.8 ms

  





  

    		2022-11-17 19:43:49.514861

    		1.5 ms

  





  

    		2022-11-17 20:43:51.364807

    		-0.5 ms

  





  

    		2022-11-17 21:43:53.294537

    		0.2 ms

  





  

    		2022-11-17 22:43:54.995295

    		0.0 ms

  





  

    		2022-11-17 23:43:56.869821

    		0.1 ms

  





  

    		2022-11-18 00:43:58.580901

    		0.0 ms

  





  

    		2022-11-18 01:44:00.882257

    		0.2 ms

  





  

    		2022-11-18 02:44:02.490261

    		0.3 ms

  





  

    		2022-11-18 03:44:04.485762

    		-0.8 ms

  





  

    		2022-11-18 04:44:06.137796

    		0.2 ms

  





  

    		2022-11-18 05:44:08.586207

    		-1.4 ms

  





  

    		2022-11-18 06:44:10.655516

    		-0.3 ms

  





  

    		2022-11-18 07:44:12.603597

    		0.2 ms

  





  

    		2022-11-18 08:44:14.871333

    		1.2 ms

  





  

    		2022-11-18 09:44:17.663153

    		0.4 ms

  





  

    		2022-11-18 10:44:19.159574

    		0.2 ms

  





  

    		2022-11-18 11:44:20.83094

    		0.2 ms

  





  

    		2022-11-18 12:44:22.739425

    		-0.6 ms

  





  

    		2022-11-18 13:44:24.636679

    		-1.6 ms

  





  

    		2022-11-18 14:44:26.614439

    		1.3 ms

  





  

    		2022-11-18 15:44:28.907011

    		-0.6 ms

  





  

    		2022-11-18 16:44:30.46196

    		0.7 ms

  





  

    		2022-11-18 17:44:31.996417

    		0.6 ms

  





  

    		2022-11-18 18:44:34.547064

    		-0.8 ms

  





  

    		2022-11-18 19:44:37.430591

    		-0.1 ms

  





  

    		2022-11-18 20:44:39.24002

    		-0.6 ms

  





  

    		2022-11-18 21:44:40.800632

    		-1.2 ms

  





  

    		2022-11-18 22:44:42.387243

    		-0.7 ms

  





  

    		2022-11-18 23:44:44.359297

    		-0.7 ms

  





  

    		2022-11-19 00:44:46.667242

    		-0.4 ms

  





  

    		2022-11-19 01:44:48.502755

    		0.9 ms

  





  

    		2022-11-19 02:44:50.782302

    		-0.2 ms

  





  

    		2022-11-19 03:44:52.368921

    		0.7 ms

  





  

    		2022-11-19 04:44:55.411243

    		1.2 ms

  





  

    		2022-11-19 05:44:57.80063

    		0.3 ms

  





  

    		2022-11-19 06:45:00.194608

    		0.3 ms

  





  

    		2022-11-19 07:45:02.129112

    		-0.1 ms

  





  

    		2022-11-19 08:45:04.570527

    		-0.1 ms

  





  

    		2022-11-19 09:45:06.493392

    		-0.1 ms

  





  

    		2022-11-19 10:45:08.932105

    		-0.5 ms

  





  

    		2022-11-19 11:45:11.114794

    		-1.0 ms

  





  

    		2022-11-19 12:45:12.67336

    		-1.4 ms

  





  

    		2022-11-19 13:45:14.797995

    		-0.8 ms

  





  

    		2022-11-19 14:45:16.777936

    		-0.5 ms

  





  

    		2022-11-19 15:45:18.410385

    		-0.8 ms

  





  

    		2022-11-19 16:45:20.914833

    		-1.3 ms

  





  

    		2022-11-19 17:45:22.305275

    		-1.6 ms

  





  

    		2022-11-19 18:45:25.122497

    		-0.7 ms

  





  

    		2022-11-19 19:45:26.600845

    		0.1 ms

  





  

    		2022-11-19 20:45:28.646888

    		0.7 ms

  





  

    		2022-11-19 21:45:31.425167

    		0.3 ms

  





  

    		2022-11-19 22:45:32.953429

    		0.4 ms

  





  

    		2022-11-19 23:45:35.276253

    		1.2 ms

  





  

    		2022-11-20 00:45:36.730383

    		0.2 ms

  





  

    		2022-11-20 01:45:38.463891

    		0.5 ms

  





  

    		2022-11-20 02:45:40.251895

    		-1.2 ms

  





  

    		2022-11-20 03:45:42.345375

    		0.8 ms

  





  

    		2022-11-20 04:45:43.767356

    		0.2 ms

  





  

    		2022-11-20 05:45:45.340818

    		0.7 ms

  





  

    		2022-11-20 06:45:48.802448

    		0.8 ms

  





  

    		2022-11-20 07:45:50.419747

    		0.1 ms

  





  

    		2022-11-20 08:45:52.153968

    		0.3 ms

  





  

    		2022-11-20 09:45:54.116854

    		0.1 ms

  





  

    		2022-11-20 10:45:56.05161

    		-0.8 ms

  





  

    		2022-11-20 11:45:57.647732

    		0.1 ms

  





  

    		2022-11-20 12:45:59.656217

    		-1.2 ms

  





  

    		2022-11-20 13:46:02.227363

    		-0.1 ms

  





  

    		2022-11-20 14:46:03.896304

    		0.0 ms

  





  

    		2022-11-20 15:46:06.052766

    		-0.8 ms

  





  

    		2022-11-20 16:46:08.078333

    		-0.1 ms

  





  

    		2022-11-20 17:46:09.850937

    		0.0 ms

  





  

    		2022-11-20 18:46:11.356935

    		-0.3 ms

  





  

    		2022-11-20 19:46:13.117401

    		0.4 ms

  





  

    		2022-11-20 20:46:15.224681

    		0.0 ms

  





  

    		2022-11-20 21:46:17.770046

    		0.1 ms

  





  

    		2022-11-20 22:46:20.011887

    		0.4 ms

  





  

    		2022-11-20 23:46:21.823888

    		1.1 ms

  





  

    		2022-11-21 00:46:23.632706

    		-0.2 ms

  





  

    		2022-11-21 01:46:25.936804

    		0.0 ms

  





  

    		2022-11-21 02:46:27.479877

    		-0.5 ms

  





  

    		2022-11-21 03:46:29.744166

    		0.5 ms

  





  

    		2022-11-21 04:46:31.288085

    		0.0 ms

  





  

    		2022-11-21 05:46:32.783793

    		1.0 ms

  





  

    		2022-11-21 06:46:36.292041

    		-0.8 ms

  





  

    		2022-11-21 07:46:38.012448

    		-0.7 ms

  





  

    		2022-11-21 08:46:39.653436

    		1.0 ms

  





  

    		2022-11-21 09:46:41.210958

    		0.8 ms

  





  

    		2022-11-21 10:46:42.666849

    		0.4 ms

  





  

    		2022-11-21 11:46:44.446557

    		0.0 ms

  





  

    		2022-11-21 12:46:46.103963

    		0.0 ms

  





  

    		2022-11-21 13:46:48.061141

    		-0.1 ms

  





  

    		2022-11-21 14:46:50.376825

    		0.5 ms

  





  

    		2022-11-21 15:46:52.288366

    		0.5 ms

  





  

    		2022-11-21 16:46:54.1448

    		0.4 ms

  





  

    		2022-11-21 17:46:55.745758

    		-0.4 ms

  





  

    		2022-11-21 18:46:57.940465

    		-0.2 ms

  





  

    		2022-11-21 19:46:59.673076

    		0.7 ms

  





  

    		2022-11-21 20:47:01.539113

    		0.2 ms

  





  

    		2022-11-21 21:47:03.357234

    		-0.5 ms

  





  

    		2022-11-21 22:47:05.657149

    		-0.4 ms

  





  

    		2022-11-21 23:47:07.689669

    		-0.6 ms

  





  

    		2022-11-22 00:47:10.02092

    		-0.1 ms

  





  

    		2022-11-22 01:47:11.484178

    		-0.5 ms

  





  

    		2022-11-22 02:47:13.049928

    		1.4 ms

  





  

    		2022-11-22 03:47:14.672681

    		1.7 ms

  





  

    		2022-11-22 04:47:16.211655

    		-0.1 ms

  





  

    		2022-11-22 05:47:17.645786

    		0.5 ms

  





  

    		2022-11-22 06:47:19.044359

    		-0.7 ms

  





  

    		2022-11-22 07:47:20.553149

    		-0.8 ms

  





  

    		2022-11-22 08:47:23.401558

    		0.7 ms

  





  

    		2022-11-22 09:47:25.239714

    		0.3 ms

  





  

    		2022-11-22 10:47:26.728739

    		1.0 ms

  





  

    		2022-11-22 11:47:29.338509

    		0.4 ms

  





  

    		2022-11-22 12:47:31.089781

    		0.9 ms

  





  

    		2022-11-22 13:47:32.878915

    		-0.9 ms

  





  

    		2022-11-22 14:47:34.565204

    		0.5 ms

  





  

    		2022-11-22 15:47:36.372487

    		0.3 ms

  





  

    		2022-11-22 16:47:39.176186

    		0.8 ms

  





  

    		2022-11-22 17:47:41.443226

    		0.8 ms

  





  

    		2022-11-22 18:47:43.120664

    		-0.4 ms

  





  

    		2022-11-22 19:47:44.646462

    		-0.6 ms

  





  

    		2022-11-22 20:47:46.265184

    		-0.2 ms

  





  

    		2022-11-22 21:47:48.205866

    		0.3 ms

  





  

    		2022-11-22 22:47:50.270282

    		-0.1 ms

  





  

    		2022-11-22 23:47:51.774068

    		-0.3 ms

  





  

    		2022-11-23 00:47:53.298112

    		0.8 ms

  





  

    		2022-11-23 01:47:55.268726

    		0.2 ms

  





  

    		2022-11-23 02:47:56.94526

    		-0.2 ms

  





  

    		2022-11-23 03:47:58.922448

    		-0.8 ms

  





  

    		2022-11-23 04:48:00.568785

    		-0.2 ms

  





  

    		2022-11-23 05:48:02.901745

    		-1.1 ms

  





  

    		2022-11-23 06:48:04.680333

    		-0.8 ms

  





  

    		2022-11-23 07:48:06.433364

    		0.1 ms

  





  

    		2022-11-23 08:48:08.138228

    		-1.2 ms

  





  

    		2022-11-23 09:48:09.966127

    		0.3 ms

  





  

    		2022-11-23 10:48:13.178699

    		0.1 ms

  





  

    		2022-11-23 11:48:15.164971

    		-0.7 ms

  





  

    		2022-11-23 12:48:17.300276

    		0.1 ms

  





  

    		2022-11-23 13:48:18.801577

    		-0.3 ms

  





  

    		2022-11-23 14:48:20.315656

    		-0.1 ms

  





  

    		2022-11-23 15:48:21.932987

    		-1.0 ms

  





  

    		2022-11-23 16:48:23.692802

    		-1.0 ms

  





  

    		2022-11-23 17:48:26.100629

    		1.6 ms

  





  

    		2022-11-23 18:48:27.934391

    		0.3 ms

  





  

    		2022-11-23 19:48:30.138307

    		0.4 ms

  





  

    		2022-11-23 20:48:31.740499

    		-0.2 ms

  





  

    		2022-11-23 21:48:33.154604

    		0.2 ms

  





  

    		2022-11-23 22:48:34.70367

    		0.8 ms

  





  

    		2022-11-23 23:48:36.669366

    		0.2 ms

  





  

    		2022-11-24 00:48:39.980992

    		0.7 ms

  





  

    		2022-11-24 01:48:43.269972

    		0.4 ms

  





  

    		2022-11-24 02:48:45.099034

    		-0.8 ms

  





  

    		2022-11-24 03:48:47.491388

    		0.2 ms

  





  

    		2022-11-24 04:48:50.486415

    		0.3 ms

  





  

    		2022-11-24 05:48:51.994678

    		0.8 ms

  





  

    		2022-11-24 06:48:53.699201

    		-0.1 ms

  





  

    		2022-11-24 07:48:56.470252

    		0.8 ms

  





  

    		2022-11-24 08:48:59.345995

    		0.7 ms

  





  

    		2022-11-24 09:49:01.738049

    		1.1 ms

  





  

    		2022-11-24 10:49:03.544999

    		-0.9 ms

  





  

    		2022-11-24 11:49:05.079044

    		-0.3 ms

  





  

    		2022-11-24 12:49:06.648161

    		0.0 ms

  





  

    		2022-11-24 13:49:08.465005

    		0.5 ms

  





  

    		2022-11-24 14:49:10.195777

    		-1.0 ms

  





  

    		2022-11-24 15:49:11.692722

    		1.0 ms

  





  

    		2022-11-24 16:49:13.595736

    		-0.8 ms

  





  

    		2022-11-24 17:49:15.64964

    		-0.6 ms

  





  

    		2022-11-24 18:49:17.40773

    		0.4 ms

  





  

    		2022-11-24 19:49:18.978821

    		-0.4 ms

  





  

    		2022-11-24 20:49:20.663297

    		-0.2 ms

  





  

    		2022-11-24 21:49:22.163951

    		-1.5 ms

  





  

    		2022-11-24 22:49:23.885966

    		0.6 ms

  





  

    		2022-11-24 23:49:26.002068

    		0.3 ms

  





  

    		2022-11-25 00:49:27.518255

    		0.3 ms

  





  

    		2022-11-25 01:49:29.741653

    		-0.8 ms

  





  

    		2022-11-25 02:49:31.259445

    		-0.3 ms

  





  

    		2022-11-25 03:49:33.071368

    		-0.6 ms

  





  

    		2022-11-25 04:49:34.577353

    		-0.4 ms

  





  

    		2022-11-25 05:49:36.79912

    		-0.5 ms

  





  

    		2022-11-25 06:49:38.531879

    		-0.4 ms

  





  

    		2022-11-25 07:49:41.549019

    		-0.9 ms

  





  

    		2022-11-25 08:49:43.142806

    		0.2 ms

  





  

    		2022-11-25 09:49:44.587104

    		1.0 ms

  





  

    		2022-11-25 10:49:46.553977

    		-0.1 ms

  





  

    		2022-11-25 11:49:48.175245

    		0.3 ms

  





  

    		2022-11-25 12:49:50.674277

    		-0.3 ms

  





  

    		2022-11-25 13:49:52.881752

    		-0.6 ms

  





  

    		2022-11-25 14:49:55.054556

    		-0.3 ms

  





  

    		2022-11-25 15:49:56.68663

    		-0.5 ms

  





  

    		2022-11-25 16:49:58.540365

    		0.0 ms

  





  

    		2022-11-25 17:50:00.139675

    		-0.2 ms

  





  

    		2022-11-25 18:50:01.737138

    		0.6 ms

  





  

    		2022-11-25 19:50:03.787802

    		-0.1 ms

  





  

    		2022-11-25 20:50:05.924499

    		-0.4 ms

  





  

    		2022-11-25 21:50:07.335267

    		0.8 ms

  





  

    		2022-11-25 22:50:09.629423

    		1.8 ms

  





  

    		2022-11-25 23:50:11.14713

    		0.7 ms

  





  

    		2022-11-26 00:50:13.10676

    		-0.5 ms

  





  

    		2022-11-26 01:50:16.436307

    		0.0 ms

  





  

    		2022-11-26 02:50:18.273959

    		-0.9 ms

  





  

    		2022-11-26 03:50:20.735837

    		-0.4 ms

  





  

    		2022-11-26 04:50:22.944977

    		0.1 ms

  





  

    		2022-11-26 05:50:24.705631

    		0.2 ms

  





  

    		2022-11-26 06:50:26.655041

    		0.7 ms

  





  

    		2022-11-26 07:50:28.430205

    		0.1 ms

  





  

    		2022-11-26 08:50:30.1933

    		1.5 ms

  





  

    		2022-11-26 09:50:31.977981

    		0.5 ms

  





  

    		2022-11-26 10:50:33.657543

    		0.2 ms

  





  

    		2022-11-26 11:50:35.599172

    		1.5 ms

  





  

    		2022-11-26 12:50:37.153193

    		-0.1 ms

  





  

    		2022-11-26 13:50:39.115663

    		0.1 ms

  





  

    		2022-11-26 14:50:40.956554

    		2.0 ms

  





  

    		2022-11-26 15:50:43.896958

    		-0.3 ms

  





  

    		2022-11-26 16:50:47.52081

    		4.7 ms

  





  

    		2022-11-26 17:50:51.179631

    		0.4 ms

  





  

    		2022-11-26 18:50:52.654265

    		0.0 ms

  





  

    		2022-11-26 19:50:55.080834

    		-1.0 ms

  





  

    		2022-11-26 20:50:56.531342

    		0.1 ms

  





  

    		2022-11-26 21:50:58.234023

    		-0.8 ms

  





  

    		2022-11-26 22:50:59.75043

    		-0.4 ms

  





  

    		2022-11-26 23:51:01.57686

    		-1.5 ms

  





  

    		2022-11-27 00:51:04.23272

    		-1.0 ms

  





  

    		2022-11-27 01:51:06.31688

    		-0.7 ms

  





  

    		2022-11-27 02:51:07.700466

    		-1.1 ms

  





  

    		2022-11-27 03:51:11.126791

    		-0.1 ms

  





  

    		2022-11-27 04:51:12.714066

    		0.8 ms

  





  

    		2022-11-27 05:51:14.99518

    		-1.3 ms

  





  

    		2022-11-27 06:51:17.172287

    		-0.3 ms

  





  

    		2022-11-27 07:51:19.001959

    		0.1 ms

  





  

    		2022-11-27 08:51:21.011218

    		-0.3 ms

  





  

    		2022-11-27 09:51:22.70235

    		3.2 ms

  





  

    		2022-11-27 10:51:24.414894

    		0.1 ms

  





  

    		2022-11-27 11:51:26.324385

    		-0.8 ms

  





  

    		2022-11-27 12:51:28.066082

    		0.5 ms

  





  

    		2022-11-27 13:51:30.793321

    		0.3 ms

  





  

    		2022-11-27 14:51:34.101885

    		0.9 ms

  





  

    		2022-11-27 15:51:37.477494

    		-1.6 ms

  





  

    		2022-11-27 16:51:39.506062

    		0.2 ms

  





  

    		2022-11-27 17:51:40.957028

    		0.1 ms

  





  

    		2022-11-27 18:51:42.783853

    		-0.6 ms

  





  

    		2022-11-27 19:51:45.033422

    		-1.8 ms

  





  

    		2022-11-27 20:51:46.553085

    		0.3 ms

  





  

    		2022-11-27 21:51:48.417597

    		-3.2 ms

  





  

    		2022-11-27 22:51:50.678064

    		-2.8 ms

  





  

    		2022-11-27 23:51:52.260109

    		-0.2 ms

  





  

    		2022-11-28 00:51:53.777688

    		0.3 ms

  





  

    		2022-11-28 01:51:55.780732

    		-0.7 ms

  





  

    		2022-11-28 02:51:58.703333

    		0.9 ms

  





  

    		2022-11-28 03:52:00.979346

    		-0.1 ms

  





  

    		2022-11-28 04:52:03.474645

    		-1.1 ms

  





  

    		2022-11-28 05:52:05.134798

    		0.9 ms

  





  

    		2022-11-28 06:52:06.666453

    		0.3 ms

  





  

    		2022-11-28 07:52:08.833949

    		-0.3 ms

  





  

    		2022-11-28 08:52:11.016397

    		1.2 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-11-28 09:50:36.501 UTC

    		192.71.100.250

    		Joakim Lundman (JL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-11-28 09:51:07.515 UTC

    		192.71.100.250

    		Joakim Lundman (JL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-11-15 16:27:06 UTC.

  









